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HISTORY AND PURPOSE
of the

Criminal Investigations in an Automated Environment
Training Program  (CIAETP)

Crimes against society are not limited to city streets and alleys but are found just as
frequently in the sanitized corridors of corporate offices and computer rooms.  The Federal Law
Enforcement Training Center (FLETC) and its participating organizations recognized that,
because of the evolution of computer technology and its impact on so many areas of our society,
a vacuum existed in the training of Federal investigators in the detection and investigation of
computer fraud and abuse.  In order to fill this void, the FLETC, with the vigorous support of its
participating organizations, initiated the development of the Computer Fraud and Data
Processing Investigations Training Program (CFDPITP) in December 1982.

Between January 1984 and October 1988, CFDPITP trained over 600 Federal and state
and local law enforcement officers in the investigation of computer related crimes.  The
objectives of the program were varied:  to introduce the concept of data processing technology to
non-computer professionals; to discuss the methodologies of computer crime as well as effective
investigative techniques; to present up-to-date legal principles relating to computer generated
evidence and search and seizure, to discuss preventative measures of computer related fraud and
abuse.  Extensive hands-on training was provided and class size was limited to allow for
maximum participation in this intensive training program.

Several factors prompted the FLETC to reevaluate the efficacy of CFDPITP.  The
evolving nature of computer related crime resulted in fewer occurrences of "pure" computer
fraud for agents to investigate, while there appeared far more instances of criminal cases in which
the computer acted as a tool for the facilitation of a wide variety of criminal activity, such as
contract fraud, money laundering, and similar offenses.  Additionally, microcomputers were
perceived as having a growing impact on modern business and government environments,
"hacking" and other instances of telecommunications crimes were seen as proliferating, and these
categories of abuse were not being addressed.

In January 1988, the FLETC hosted a Curriculum Review Conference to discuss the
modification and up-dating of CFDPITP.  Over 20 organizations, from Federal and state and
local agencies, were represented in the conference.  The consensus of the conference participants
was that the objectives of the program should be expanded to reflect current trends in
technology-related crimes, and that, since basic computer training was provided by other
organizations and programs, all introductory courses should be eliminated.  The
recommendations of the conference were approved by the Director and the name was changed to
Criminal Investigations in an Automated Environment Training Program (CIAETP) to more
accurately reflect the nature of the program.  The program is directed primarily toward financial
crime investigators (as well as criminal investigators not involved directly in financial
investigations) who have a working knowledge of computers and data processing (this working
knowledge will be defined later).  However, the training program is also open to certain
non-investigators who routinely work as part of the investigative team. Instruction is provided by
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experienced criminal investigators, data processing professionals, and attorneys knowledgeable
in the field of computer law.

In September 1993, the FLETC hosted a Curriculum Review Conference for the Basic
Microcomputer Training Program (BMCTP), the Advanced Microcomputer Training Program
(AMCTP) and the Criminal Investigations in an Automated Environment Training Program
(CIAETP).  It was decided that the BMCTP and AMCTP would be combined into the
Microcomputers for Investigations Training Program (MITP), and should be a prerequisite for
the CIAETP.  Regarding the CIAETP, it was concluded that it should include more technical
information, and less introductory information about using the computer as an investigative tool. 
Criminal Investigators and Police Officers of the 90’s are aware of the importance of computer
usage during the course of an investigation, and many are aware of the basic concepts governing
the involvement of computers as the storehouse of evidence, tools/instruments of crime, and as
the fruits of criminal activity.  More time needed to be spent on the policies and procedures used
when seizing computer systems, on the legal issues that have an impact on the seizure of
computer systems, and on the subsequent investigative analysis of computer systems.  The
CIAETP has evolved to meet advancing technological strategies in the law enforcement
environment.

The FLETC and the Financial Fraud Institute (FFI) are committed to bringing together
criminal investigator participants from a variety of law enforcement agencies and to provide the
opportunity for sharing skills and experience in the rapidly evolving field of technology related
investigations.  Finally, the FLETC aims to make all those actively involved in the
computer/financial crime investigatory process aware of the wealth of talent available within the
Federal and state and local services which can be united in purpose to detect, investigate, and
prosecute these crimes.
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ADMINISTRATION

Applicants should telephone the FLETC Scheduling and Allocation Division at (912)
267-2421 or (912) 267-2580 for enrollment information.  Upon acceptance in a program, a
confirmation letter with details on housing, transportation, and schedule will be mailed to the
participant.

All training participants will report to the classroom by 7:30 a.m. on the first day of
training.  They should check in at the FLETC on the previous evening.  The FLETC reserves the
right to deny participation to anyone with an unexcused late arrival.

Length of Program

The training program encompasses 2 weeks (80 Hours), beginning on a Monday and
ending on the second Friday, with the graduation scheduled at approximately 11:00 to 11:30 a.m.
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CXCKNCDNG�VQ�RCTVKEKRCVKPI�(GFGTCN�QTICPK\CVKQPU�CEVKXGN[�KPXQNXGF�KP�KPXGUVKICVKPI
ETKOGU�KP�YJKEJ�VJG�EQORWVGT�OC[�RNC[�CP�CEVKXG�QT�RCUUKXG�TQNG���1VJGT�(GFGTCN�
UVCVG�QT�NQECN�CIGPEKGU�OC[�CVVGPF�QP�C�URCEG�CXCKNCDNG�DCUKU�
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DCUKE�EQPEGRVU�IQXGTPKPI�VJG�WUG�QH�/KETQUQHV�9KPFQYU��XGTUKQP����
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#VVGPFCPEG���6TCKPKPI�RCTVKEKRCPVU�OWUV�DG�RTGUGPV�HQT�GXGT[�ENCUU�RTGUGPVGF
YKVJKP�VJG�%+#'62���#P[�GOGTIGPEKGU�VJCV�UWTHCEG�FWTKPI�VJG�VTCKPKPI
RTQITCO�TGSWKTKPI�UVWFGPV�CDUGPEG�HTQO�ENCUU�OWUV�DG�FKUEWUUGF�YKVJ�VJG
2TQITCO�%QQTFKPCVQT�CPF�VJG�2TQITCO�/CPCIGT���%QWTV�CRRGCTCPEGU�QT�QVJGT
LQD�TGNCVGF�CDUGPEGU�YKNN�PQV�GZEWUG�UVWFGPVU�HTQO�ENCUU���#P�WPGZEWUGF
CDUGPEG�HTQO�ENCUU�YKNN�TGUWNV�KP�HCKNWTG�VQ�ITCFWCVG�HTQO�VJG�VTCKPKPI
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RTQITCO��C�NGVVGT�QH�CVVGPFCPEG�YKNN�DG�UGPV�KP�NKGW�QH�C�ITCFWCVKQP�EGTVKHKECVG�

2TCEVKECN�'ZGTEKUGU���6JG�%+#'62�KU�C�RTQITGUUKXG�VTCKPKPI�RTQITCO���'CEJ
UVWFGPV�OWUV�UWEEGUUHWNN[�EQORNGVG�VJG�RTCEVKECN�GZGTEKUGU�HQT�QPG�EQWTUG�KP
QTFGT�VQ�RTQEGGF�VQ�VJG�PGZV�EQWTUG���6JG�HKPCN�RTCEVKECN�GZGTEKUGU�KPXQNXGU�CP
KPXGUVKICVKXG�UEGPCTKQ�YJKEJ�VGUVU�CNN�QDLGEVKXGU�KP�VJG�VTCKPKPI�RTQITCO��
6TCKPKPI�RCTVKEKRCPVU�YKNN�UWEEGUUHWNN[�EQORNGVG�VJG�VTCKPKPI�RTQITCO�D[
EQORNGVKPI�VJG�HQNNQYKPI�RTCEVKECN�GZGTEKUGU�

�� .QECVG�FCVC�QP�C�FKUMGVVG�DCUGF�QP�CP�KPXGUVKICVKXG�UEGPCTKQ
WUKPI�&15��$CVEJ�(KNG�%QPEGRVU��9KPFQYU�CPF�(KNG�8KGYGTU�

�� .QECVG�GTCUGF�FCVC�QP�C�FKUMGVVG�DCUGF�QP�CP�KPXGUVKICVKXG
UEGPCTKQ�WUKPI�XCTKQWU�7VKNKV[�EQORWVGT�RTQITCOU�

�� 2WTUWCPV�VQ�VJG�%CUG�+PXGUVKICVKQP�5EGPCTKQ���&KUEWUU�CPF
FGXGNQR�RTQDCDNG�ECWUG�CPF�CP�CHHKFCXKV�VQ�GZGEWVG�C�UGCTEJ
YCTTCPV�FKTGEVGF�VQYCTF�EQORWVGT�GSWKROGPV�

�� 2WTUWCPV�VQ�VJG�%CUG�+PXGUVKICVKQP�5EGPCTKQ���&GXGNQR�CP
KPXGUVKICVKXG�RNCP�VQ�GZGEWVG�C�UGCTEJ�YCTTCPV�FKTGEVGF�VQYCTF
EQORWVGT�GSWKROGPV��KPENWFKPI�OGVJQFU�VQ�UGEWTG�EQORWVGT
U[UVGOU�CPF�EQPFWEV�DCEMWRU�

��� 2WTUWCPV�VQ�VJG�%CUG�+PXGUVKICVKQP�5EGPCTKQ���'ZGEWVG�VJG
UGCTEJ�YCTTCPV�CPF�CRRTQRTKCVGN[�UGEWTG�CPF�DCEM�WR�EQORWVGT
JCTF�FKUMU�CV�VJG�UGCTEJ�UKVG��OCKPVCKPKPI�VJG�CWVJGPVKEKV[�CPF
KPVGITKV[�QH�VJG�GXKFGPEG���5GK\G�CPF�VTCPURQTV�CWVJQTK\GF�KVGOU
DCEM�VQ��QHHKEG��

�� 2WTUWCPV�VQ�VJG�%CUG�+PXGUVKICVKQP�5EGPCTKQ���#RRTQRTKCVGN[
RTGRCTG��ENCUUTQQO�EQORWVGT�U[UVGOU�VQ�CEEGRV�TGUVQTCVKQP�QH
UGK\GF�FCVC�DCUGF�QP�KV	U�QTKIKPCN�EQPHKIWTCVKQP�

�� 2WTUWCPV�VQ�VJG�%CUG�+PXGUVKICVKQP�5EGPCTKQ���#PCN[\G�UGK\GF
OCIPGVKE�OGFKC��KPENWFKPI�TGUVQTGF�EQORWVGT�U[UVGO�JCTF�FKUM
FCVC�CPF�FKUMGVVGU�

�� 2WTUWCPV�VQ�VJG�%CUG�+PXGUVKICVKQP�5EGPCTKQ���2TGRCTG�VQ�RTGUGPV
ECUG�VQ�C�7PKVGF�5VCVGU�#VVQTPG[��KPENWFKPI�RTGECWVKQPU�VCMGP�VQ
OCKPVCKP�KPVGITKV[�QH�VJG�EQORWVGT�GXKFGPEG��CPF�VGEJPKECN
OGVJQFU�WUGF�VQ�TGEQXGT�KPHQTOCVKQP�
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#&&+6+10#.�+0(14/#6+10

#FFKVKQPCN�KPHQTOCVKQP�EQPEGTPKPI�VJG�%TKOKPCN�+PXGUVKICVKQPU�KP�CP
#WVQOCVGF�'PXKTQPOGPV�6TCKPKPI�2TQITCO�
%+#'62��OC[�DG�QDVCKPGF�D[�EQPVCEVKPI�

(GFGTCN�#RRNKECPVU

%+#'62�2TQITCO�%QQTFKPCVQT� 
�������������
(KPCPEKCN�(TCWF�+PUVKVWVG� 
���������������
HCZ�
$NFI�����
(GFGTCN�.CY�'PHQTEGOGPV�6TCKPKPI�%GPVGT�
)N[PEQ��)#�������

5VCVG�.QECN�#RRNKECPVU

&KTGEVQT�
(GFGTCN�.CY�'PHQTEGOGPV�6TCKPKPI�%GPVGT�
1HHKEG�QH�5VCVG�.QECN�6TCKPKPI�
)N[PEQ��)#�������


�������������

�������������
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2#46+%+2#6+0)�#)'0%+'5

6JG�HQNNQYKPI�CTG�VJG�RCTVKEKRCVKPI�CIGPEKGU�CV�VJG�(GFGTCN�.CY�'PHQTEGOGPV
6TCKPKPI�%GPVGT�
(.'6%��

':'%76+8'�$4#0%*
#)4+%7.674'

(QTGUV�5GTXKEG

%1//'4%'
0CVKQPCN�+PUVKVWVG�QH�5VCPFCTFU�CPF�6GEJPQNQI[
0CVKQPCN�/CTKPG�(KUJGTKGU�5GTXKEG�
1HHKEG�QH�5GEWTKV[
1HHKEG�QH�'ZRQTV�'PHQTEGOGPV

&'('05'
&GHGPUG�2TQVGEVKXG�5GTXKEG
0CXCN�%TKOKPCN�+PXGUVKICVKXG�5GTXKEG
0CVKQPCN�5GEWTKV[�#IGPE[

*'#.6*�#0&�*7/#0�5'48+%'5
(QQF�CPF�&TWI�#FOKPKUVTCVKQP
0CVKQPCN�+PUVKVWVGU�QH�*GCNVJ

+06'4+14
$WTGCW�QH�+PFKCP�#HHCKTU
$WTGCW�QH�.CPF�/CPCIGOGPV
$WTGCW�QH�4GENCOCVKQP��
0CVKQPCN�2CTM�5GTXKEG
1HHKEG�QH�5WTHCEG�/KPKPI��4GENCOCVKQP�CPF�'PHQTEGOGPV
7�5��(KUJ�CPF�9KNFNKHG�5GTXKEG

,756+%'
$WTGCW�QH�2TKUQPU
&TWI�'PHQTEGOGPV�#FOKPKUVTCVKQP
+OOKITCVKQP�CPF�0CVWTCNK\CVKQP�5GTXKEG
7�5��/CTUJCNU�5GTXKEG

56#6'
$WTGCW�QH�&KRNQOCVKE�5GEWTKV[

64#052146#6+10
(GFGTCN�#XKCVKQP�#FOKPKUVTCVKQP
7�5��%QCUV�)WCTF
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64'#574;
$WTGCW�QH�#NEQJQN��6QDCEEQ�CPF�(KTGCTOU
$WTGCW�QH�'PITCXKPI�CPF�2TKPVKPI
(KPCPEKCN�%TKOGU�'PHQTEGOGPV�0GVYQTM�
(KP%'0�
+PVGTPCN�4GXGPWG�5GTXKEG
7�5��%WUVQOU�5GTXKEG
7�5��/KPV
7�5��5GETGV�5GTXKEG

24'5+&'06	5�%170%+.�10�+06')4+6;�#0&�'((+%+'0%;
+PURGEVQT�)GPGTCN�1HHKEGU�

#IGPE[�HQT�+PVGTPCVKQPCN�&GXGNQROGPV
&GRCTVOGPV�QH�#ITKEWNVWTG
&GRCTVOGPV�QH�%QOOGTEG
&GRCTVOGPV�QH�&GHGPUG
&GRCTVOGPV�QH�'FWECVKQP
&GRCTVOGPV�QH�'PGTI[
&GRCTVOGPV�QH�*GCNVJ�CPF�*WOCP�5GTXKEGU
&GRCTVOGPV�QH�*QWUKPI�CPF�7TDCP�&GXGNQROGPV
&GRCTVOGPV�QH�+PVGTKQT
&GRCTVOGPV�QH�,WUVKEG
&GRCTVOGPV�QH�.CDQT
&GRCTVOGPV�QH�5VCVG
&GRCTVOGPV�QH�6TCPURQTVCVKQP
&GRCTVOGPV�QH�VJG�6TGCUWT[
'PXKTQPOGPVCN�2TQVGEVKQP�#IGPE[
(GFGTCN�&GRQUKV�+PUWTCPEG�%QTRQTCVKQP
(GFGTCN�'OGTIGPE[�/CPCIGOGPV�#IGPE[
)GPGTCN�5GTXKEGU�#FOKPKUVTCVKQP
)QXGTPOGPV�2TKPVKPI�1HHKEG
0CVKQPCN�#GTQPCWVKEU�CPF�5RCEG�#FOKPKUVTCVKQP
0WENGCT�4GIWNCVQT[�%QOOKUUKQP
1HHKEG�QH�2GTUQPPGN�/CPCIGOGPV
4CKNTQCF�4GVKTGOGPV�$QCTF
4GUQNWVKQP�6TWUV�%QTRQTCVKQP
5OCNN�$WUKPGUU�#FOKPKUVTCVKQP
5QEKCN�5GEWTKV[�#FOKPKUVTCVKQP
7PKVGF�5VCVGU�+PHQTOCVKQP�#IGPE[
8GVGTCPU�#FOKPKUVTCVKQP

.')+5.#6+8'�$4#0%*

%10)4'55
)QXGTPOGPV�2TKPVKPI�1HHKEG
.KDTCT[�QH�%QPITGUU�2QNKEG
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7�5��%CRKVCN�2QNKEG

,7&+%+#.�$4#0%*

5724'/'�%1746
5WRTGOG�%QWTV�2QNKEG

+0&'2'0&'06

#/64#-
0QTVJGCUV�%QTTKFQT�2QNKEG

%'064#.�+06'..+)'0%'�#)'0%;
1HHKEG�QH�5GEWTKV[

'08+410/'06#.�2416'%6+10�#)'0%;
1HHKEG�QH�%TKOKPCN�+PXGUVKICVKQPU

('&'4#.�'/'4)'0%;�/#0#)'/'06�#)'0%;
5GEWTKV[�&KXKUKQP

)'0'4#.�5'48+%'5�#&/+0+564#6+10
1HHKEG�QH�(GFGTCN�2TQVGEVKXG�5GTXKEG

5/+6*510+#0
0CVKQPCN�<QQNQIKECN�2CTM
1HHKEG�QH�2TQVGEVKQP�5GTXKEG�

6'00'55''�8#..';�#76*14+6;
1HHKEG�QH�VJG�+PURGEVQT�)GPGTCN
2WDNKE�5CHGV[�5GTXKEG

7�5��2156#.�5'48+%'
2QUVCN�+PURGEVKQP�5GTXKEG���2QUVCN�2QNKEG
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241)4#/�57//#4;

6JG�%TKOKPCN�+PXGUVKICVKQPU�KP�CP�#WVQOCVGF�'PXKTQPOGPV�6TCKPKPI�2TQITCO

%+#'62��KU�CP�KPVGTCIGPE[�RTQITCO�FGXGNQRGF�D[�VJG�(.'6%�KP�EQQTFKPCVKQP�YKVJ
TGRTGUGPVCVKXGU�QH�UGXGTCN�(GFGTCN�CPF�UVCVG�CPF�NQECN�CIGPEKGU���6JG�RWTRQUG�QH�VJG
RTQITCO�KU�VQ�CESWCKPV�ETKOKPCN�KPXGUVKICVQTU�YKVJ�VJG�HWPFCOGPVCNU�QH�KPXGUVKICVKXG
RTQEGFWTGU�KP�C�EQORWVGT�GPXKTQPOGPV�CPF�VQ�RTQXKFG�ETKOKPCN�KPXGUVKICVQTU�
QT
VJQUG�VJCV�TQWVKPGN[�UGTXG�CU�RCTV�QH�VJG�KPXGUVKICVKXG�VGCO��YKVJ�VJG�CDKNKV[�VQ
CPCN[\G�OCIPGVKE�OGFKC�UGK\GF�RWTUWCPV�VQ�VJG�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV�

6JG���YGGM�%+#'62�KU�UGSWGPVKCN�KP�EQPUVTWEVKQP���6JCV�KU��VJG�KPHQTOCVKQP
QDVCKPGF�KP�C�RCTVKEWNCT�EQWTUG�QT�RTCEVKECN�GZGTEKUG�UGTXGU�CU�C�HQWPFCVKQP�HQT
UWDUGSWGPV�ENCUUGU�CPF�GZGTEKUGU���6GEJPKECN��NGICN�CPF�KPXGUVKICVKXG�UWDLGEVU�CTG
KPVGTURGTUGF�GSWCNN[�VJTQWIJQWV�VJG�%+#'62�

6JG�%+#'62�RCTVKEKRCPVU�WUG�VJG�OQUV�EWTTGPV�URGGF�+$/�EQORCVKDNG
OKETQEQORWVGTU�CPF��*GYNGVV�2CEMCTF�.CUGT�RTKPVGTU���/KETQEQORWVGT�UQHVYCTG
UVQTGF�QP�VJG�EQORWVGT�U[UVGOU�KPENWFG��/5�&15�CPF�9KPFQYU������CU�YGNN�CU
9KPFQYU�����3WKEMXKGY�����HKNG�XKGYGT���/KETQUQHV�1HHKEG�2TQHGUUKQPCN��KPENWFKPI
9QTF��'ZEGN��#EEGUU�CPF�2QYGTRQKPV��9QTF2GTHGEV�HQT�9KPFQYU��0QTVQP�7VKNKVKGU�
CPF�UGXGTCN�QVJGT�EQOOGTEKCN��PQP�EQOOGTEKCN�CPF�RTQRTKGVCT[�RCEMCIGU���5VWFGPVU
CNUQ�WUG�GZVGTPCN�<KR�CPF�,C\�FTKXGU�FWTKPI�RTCEVKECN�GZGTEKUGU�

5VWFGPVU�CTG�CNNQYGF�VQ�EJGEM�QWV�NCRVQR�PQVGDQQM�EQORWVGTU�HQT�WUG�CHVGT
JQWTU�VQ�EQORNGVG�JQOGYQTM�CPF�ENCUU�CUUKIPOGPVU�

%QWTUG�KPUVTWEVKQP�KU�RTKOCTKN[�VJG�TGURQPUKDKNKV[�QH�VJG�(KPCPEKCN�(TCWF
+PUVKVWVG��YKVJ�VYQ�EQWTUGU�RTGUGPVGF�D[�VJG�.GICN�&KXKUKQP�QH�VJG�(.'6%���+P
CFFKVKQP��IWGUV�NGEVWTGTU�HTQO�UGXGTCN�(GFGTCN�CPF�UVCVG�CPF�NQECN�CIGPEKGU�CTG�WUGF
VQ�CWIOGPV�(.'6%�KPUVTWEVKQP�

6JG�VTCKPKPI�RTQITCO�KPENWFGU�C�UGTKGU�QH�UGXGTCN�RTCEVKECN�GZGTEKUGU�WUGF�HQT
GXCNWCVKQP�RWTRQUGU���6JG�HKPCN�RTCEVKECN�GZGTEKUGU�CTG�EQPUVTWEVGF�CTQWPF�CP
KPXGUVKICVKXG�UEGPCTKQ��YJKEJ�JCU�DGGP�FGUKIPGF�VQ�RTQXKFG�CU�OWEJ�TGCNKUO�CU
RQUUKDNG�KP�C�VTCKPKPI�GPXKTQPOGPV���#NN�UKVWCVKQPU�EQPVCKPGF�KP�VJG�GZGTEKUGU�CTG
INGCPGF�HTQO�CEVWCN�KPXGUVKICVKQPU��CNVJQWIJ�EQPVGZVU�CPF�PCOGU�JCXG�DGGP�CNVGTGF
HQT�VTCKPKPI�RWTRQUGU�

� 6JG�EQWTUG�FGUETKRVKQPU�CPF�QDLGEVKXGU�NKUVGF�JGTGKP�CTG�RTGUGPVGF�KP�VJKU
HQTOCV��EQWTUG�VKVNG��NGPIVJ�CPF�OGVJQF�QH�RTGUGPVCVKQP��FGUETKRVKQP��QDLGEVKXGU��CPF
OGVJQF�QH�GXCNWCVKQP���6JG�NGPIVJ�QH�VJG�EQWTUGU�KU�RTGUGPVGF�KP�JQWT�CPF�OKPWVG
PQVCVKQPU���
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6JTGG�OGVJQFU�QH�RTGUGPVCVKQP�CTG�NKUVGF�YKVJ�VJKU�HQTOCV���6JGUG�CTG�

.GEVWTG�%NCUUTQQO���#�VTCKPKPI�UKVWCVKQP��KPFQQTU�QT�QWVFQQTU��KP�YJKEJ
KPUVTWEVKQPCN�OCVGTKCN�KU�DGKPI�RTGUGPVGF�D[�CP�KPUVTWEVQT�

.CDQTCVQT[���#�VTCKPKPI�UKVWCVKQP��KPFQQTU�QT�QWVFQQTU��KP�YJKEJ�UVWFGPVU�CTG
RTCEVKEKPI�UMKNNU�WPFGT�VJG�IWKFCPEG�QH�CP�KPUVTWEVQT
U��

2TCEVKECN�'ZGTEKUGU���#�VTCKPKPI�UKVWCVKQP��KPFQQTU�QT�QWVFQQTU��KP�YJKEJ
UVWFGPVU��WPFGT�VJG�UWRGTXKUKQP�QT�GXCNWCVKQP�QH�CP�KPUVTWEVQT
U���CTG
RCTVKEKRCVKPI�KP�C�NCY�GPHQTEGOGPV�TGNCVGF�CEVKXKV[�YJKEJ�YKNN�DG�ITCFGF�

1$,'%6+8'5�

#V�VJG�EQPENWUKQP�QH�VJKU�VYQ�YGGM�RTQITCO��VJG�VTCKPKPI�RCTVKEKRCPV�YKNN
JCXG�FGOQPUVTCVGF��VJTQWIJ�VJG�UWEEGUUHWN�EQORNGVKQP�QH�UGXGTCN�RTCEVKECN
GZGTEKUGU�CPF�C�ECUG�UVWF[��VJCV�VJG[�JCXG�C�HWPEVKQPCN�MPQYNGFIG�QH�

�� 4GNCVKQP�QH�VTCFKVKQPCN�NGICN��GXKFGPVKCT[�CPF�UGK\WTG�RTCEVKEGU�VQ
CWVQOCVGF�GPXKTQPOGPVU�

�� 6GEJPKSWGU�QH�EQORWVGT�TGNCVGF�ETKOG�CPF�KVU�FGVGEVKQP�D[�VJG�NCY
GPHQTEGOGPV�QHHKEGT�

�� )GPGTCN�KPXGUVKICVKXG�VGEJPKSWGU�WUGF�YJGP�GZGEWVKPI�C�UGCTEJ
YCTTCPV�KP�CP�CWVQOCVGF�GPXKTQPOGPV�

�� /GVJQFU�WUGF�VQ�TGEQXGT�JKFFGP�GTCUGF�FKUIWKUGF�FCVC�HTQO�UGK\GF
FKUMGVVGU�QT�QVJGT�OCIPGVKE�OGFKC�QP�XCTKQWU�+$/�EQORCVKDNG
OKETQEQORWVGT�U[UVGOU�

�� #RRTQRTKCVG�RTQEGFWTGU�WUGF�VQ�UCHGN[�CEEGUU�FCVC�QP�C�UGK\GF�+$/�
EQORCVKDNG�EQORWVGT�U[UVGO�YJKNG�OCKPVCKPKPI�VJG�CWVJGPVKEKV[�CPF
KPVGITKV[�QH�VJG�GXKFGPEG�

�� 5VTCVGIKGU�WUGF�VQ�DCEMWR�CPF�TGUVQTG�UGK\GF�EQORWVGT�FCVC�QP�+$/�
EQORCVKDNG�EQORWVGT�U[UVGOU�

6JGUG�QDLGEVKXGU�YKNN�DG�CFFTGUUGF�VJTQWIJ�NGEVWTG��FKUEWUUKQP��XCTKQWU�V[RGU
QH�RTCEVKECN�GZGTEKUG�KPXQNXKPI�KPXGUVKICVKXG�UEGPCTKQU��CPF�FGOQPUVTCVKQPU�QH
TGNGXCPV�VGEJPKSWGU�



241)4#/�1(�+05647%6+10

%TKOKPCN�+PXGUVKICVKQPU�KP�CP�#WVQOCVGF�'PXKTQPOGPV
6TCKPKPI�2TQITCO


%+#'62�
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%1745'�6+6.'� &+5-�#0#.;5+5���&15�$#6%*�(+.'5��
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ���� ���� ����

&'5%4+26+10�

6JKU�EQWTUG�DGIKPU�C�UGTKGU�QH�EQWTUGU�KPVGPFGF�VQ�VGCEJ�VJG�RCTVKEKRCPV�JQY�
VQ�RGTHQTO�CP�KPXGUVKICVKXG�CPCN[UKU�QP�C�FKUMGVVG�QT�QP�C�JCTF�FKUM�UGK\GF�RWTUWCPV
VQ�VJG�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV���5VWFGPVU�DGIKP�D[�GUVCDNKUJKPI�UVGRU�VQ�VCMG
DGHQTG�VJG�FKUMGVVG�JCTF�FKUM�KU�CPCN[\GF��VJGP�OQXG�VQYCTF�FGHKPKPI�CPF�WUKPI�VJG
&15�RTQITCOU�VQ�GZCOKPG�CPF�XKGY�FCVC�QP�C�UGK\GF�FKUMGVVG�QT�JCTF�FKUM�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�CP�+$/�EQORCVKDNG�EQORWVGT�U[UVGO�CPF�C�UGK\GF�FKUMGVVG�QT�UGK\GF
EQORWVGT�U[UVGO�YKVJ�C�JCTF�FKUM��RGTHQTO�CP�KPXGUVKICVKXG�CPCN[UKU�QH�VJG�UGK\GF
FCVC�WUKPI�&15�RTQITCOU�CPF�GZVTCEV�KPHQTOCVKQP�QH�KORQTVCPEG�YKVJKP�XCTKQWU
KPXGUVKICVKXG�UEGPCTKQU�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�UVGRU�VCMGP�CPF�RTQITCOU�TWP�DGHQTG�CPCN[\KPI�FCVC�QP�C
UGK\GF�FKUMGVVG�

�� +FGPVKH[�CPF�WUG�XCTKQWU�&15�RTQITCOU�VQ�GZCOKPG�CPF�XKGY�FCVC�QP�C
UGK\GF�FKUMGVVG�QT�JCTF�FKUM�

�� +FGPVKH[�CPF�WUG�&15�RTQITCOU�VJCV�ECP�CFXGTUGN[�CHHGEV�VJG
KPXGUVKICVKXG�CPCN[UKU�QH�EQORWVGT�U[UVGOU�CV�VJG�UGCTEJ�UKVG�

�� +FGPVKH[�IGPGTCN�RTKPEKRNGU�IQXGTPKPI�DCVEJ�HKNGU�CPF�TGCF�KPVGTRTGV
DCVEJ�HKNGU�VQ�FGVGTOKPG�YJCV�VJG[�JCXG�DGGP�RTQITCOOGF�VQ�FQ�VQ
FCVC�UVQTGF�QP�UGK\GF�EQORWVGT�U[UVGOU�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� &+5-�#0#.;5+5��/KETQUQHV�9KPFQYU�CPF�(KNG�8KGYGTU

��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
��� ���� ���� ����

&'5%4+26+10�

+PXGUVKICVQTU�CPF�URGEKCN�CIGPVU�KPXQNXGF�KP�XKTVWCNN[�CP[�V[RG�QH�KPXGUVKICVKQP
VQFC[�OWUV�DG�EQORWVGT�NKVGTCVG�KP�QTFGT�VQ�FQ�VJGKT�LQDU�RTQRGTN[���&WTKPI�VJG
EQWTUG�QH�VJGKT�KPXGUVKICVKQPU��OCP[�NCY�GPHQTEGOGPV�QHHKEGTU�CESWKTG�FCVC�VJCV�KU
GKVJGT�CNTGCF[�UVQTGF�QP�OCIPGVKE�OGFKC�QT�VJCV�OWUV�DG�UVQTGF�QP�OCIPGVKE�OGFKC
KP�QTFGT�VQ�DG�OQUV�GHHKEKGPVN[�CPCN[\GF�XKC�EQORWVGT���/CP[�NCY�GPHQTEGOGPV
QHHKEGTU�JCXG�EQORWVGT�U[UVGOU�QP�VJGKT�FGUMU�WUKPI�/KETQUQHV�9KPFQYU������
#NUQ��OCP[�QH�VJG�EQORWVGT�U[UVGOU�DGKPI�UGK\GF�HTQO�JQOGU�CPF�UOCNN
DWUKPGUUGU�CTG�TWPPKPI�9KPFQYU�������-PQYNGFIG�QH�VJG�QRGTCVKQPU�QH�VJKU
EQORWVGT�RTQITCO�YQWNF�DG�GZVTGOGN[�JGNRHWN�VQ�CP[�NCY�GPHQTEGOGPV�QHHKEGT�KP�VJG
UGK\WTG�CPF�CPCN[UKU�QH�EQORWVGT�U[UVGOU���

6JKU�EQWTUG�KU�FKXKFGF�KPVQ�VYQ�RJCUGU��QPG�QH�YJKEJ�KU�FGRGPFGPV�QP�VJG
RTKQT�MPQYNGFIG�QH�VJG�RCTVKEKRCPVU���6JG�HKTUV�RJCUG�KPXQNXGU�VJG�KPVTQFWEVKQP�QH
EQPEGRVU�IQXGTPKPI�VJG�WUG�QH�/KETQUQHV�9KPFQYU�HTQO�C�WUGT�RGTURGEVKXG�
KPENWFKPI�VJG�WUG�QH�VJG�/CKP�
(KNG�/CPCIGT���#EEGUUQTKGU��CPF�#RRNKECVKQPU
YKPFQYU���6JG�UGEQPF�RJCUG�KU�CP�CPCN[VKECN�NQQM�CV�/KETQUQHV�9KPFQYU��KPENWFKPI
VJG�GZCOKPCVKQP�QH�VJG�%NKRDQCTF��+0+�HKNGU��RCUUYQTFU��UYCR�HKNGU��CPF�QVJGT�CTGCU
QH�KORQTVCPEG�VQ�VJG�KPXGUVKICVQT���6JG�HKTUV�RJCUG�KU�UEJGFWNGF�HQT�VYQ�JQWTU�CHVGT
VJG�PQTOCN�ENCUU�FC[�QP�FC[���QH�VJG�VTCKPKPI�RTQITCO��CPF�KU�OCPFCVQT[�HQT�VJQUG
PQV�HCOKNKCT�YKVJ�VJG�VQRKEU�NKUVGF�KP�VJG�QDLGEVKXGU���6JG�UGEQPF�RJCUG�KU�UEJGFWNGF
FWTKPI�VJG�PQTOCN�ENCUU�FC[�CHVGTPQQP�QP�FC[���QH�VJG�VTCKPKPI�RTQITCO�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�CP�+$/�EQORCVKDNG�EQORWVGT�U[UVGO�YKVJ�/KETQUQHV�9KPFQYU�CPF
CUUQEKCVGF�HKNG�XKGYGT�CRRNKECVKQPU��XKGY�RTQITCO�CPF�FCVC�HKNGU�UGK\GF�RWTUWCPV�VQ
CP�KPXGUVKICVKXG�UEGPCTKQ�CPF�NQECVG�TGNGXCPV�KPXGUVKICVKXG�KPHQTOCVKQP�WUKPI�XCTKQWU
9KPFQYU�KPHQTOCVKQP�HKNGU�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�UGXGTCN�TGCUQPU�HQT�VJG�RQRWNCTKV[�QH�/KETQUQHV�9KPFQYU�

�� +FGPVKH[�VJG�EQORQPGPVU�QH�C�9KPFQYU�UETGGP�CPF�FGUETKDG�VJG
HWPEVKQP�QH�GCEJ�QH�VJG�HQNNQYKPI�
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C� $WVVQPU��DCTU�CPF�CTTQYU
D� 9KPFQYU�RWNN�FQYP�OGPW�QRVKQPU
E� +EQPU
F� /CZKOK\KPI�CPF�/KPKOK\KPI��&KHHGTGPEG�DGVYGGP�OKPKOK\KPI�CPF

ENQUKPI�

�� 7UG�VJG�&15�5JGNN�VQ�VGORQTCTKN[�GZKV�QWV�QH�9KPFQYU�VQ�RGTHQTO�C
&15�QRGTCVKQP��CPF�EQTTGEVN[�TGGPVGT�9KPFQYU�

�� +FGPVKH[�VJG�KEQPU�KP�VJG�/CKP�CPF�#EEGUUQTKGU�)TQWRU��YJKEJ�CTG
RTQITCOU�RTQXKFGF�YKVJ�9KPFQYU�

�� /CPKRWNCVG�VJG�9KPFQYU��ITQWRU��CPF��KVGOU��D[�ETGCVKPI��OQFKH[KPI�
OQXKPI�CPF�FGNGVKPI�ITQWRU�CPF�KVGOU�

�� +FGPVKH[�VJG�OCLQT��+0+�HKNGU�WUGF�D[�9KPFQYU�FWTKPI�C�V[RKECN�UGUUKQP
CPF�VJGKT�HWPEVKQPU�

�� 7UG�OGVJQFU�VQ�FKUCDNG�VJG�RCUUYQTF�HGCVWTG�GPCDNGF�VJTQWIJ�VJG
UETGGP�UCXGT�HGCVWTG�VJTQWIJ�%10641.�+0+����

�� 7UG�OGVJQFU�VQ�FGVGTOKPG�YJCV�RTQITCOU�CTG�FGHKPGF�CU�KEQPU�VJTQWIJ
9KPFQYU�YKVJQWV�TWPPKPI�VJG�9KPFQYU�RTQITCO�

�� +FGPVKH[�CTGCU�VJCV�OC[�DG�IQQF�UQWTEGU�QH�KPHQTOCVKQP�FWTKPI�CP
KPXGUVKICVKXG�CPCN[UKU�QH�C�EQORWVGT�U[UVGO�WUKPI�9KPFQYU�����CU�KVU
RTQITCO�OGPW�UJGNN�

��� 7UG�VJG�3WKEM�8KGY�(KNG�8KGYGT�VQ�XKGY�RTQITCO�CPF�FCVC�HKNGU
RWTUWCPV�VQ�CP�KPXGUVKICVKXG�UEGPCTKQ��

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[��
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%1745'�6+6.'� &+5-�#0#.;5+5��&15�$#6%*�(+.'5�#0&�9+0&195�(+.'
8+'9'45�24#%6+%#.�':'4%+5'�
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ����

&'5%4+26+10�

6JKU�EQWTUG�KU�C�EQORTGJGPUKXG�RTCEVKECN�GZGTEKUG�YJKEJ�GXCNWCVGU�OCVGTKCN
EQXGTGF�YKVJKP�VYQ�EQWTUGU��&KUM�#PCN[UKU��&15�$CVEJ�(KNGU�CPF�&KUM�#PCN[UKU�
9KPFQYU�(KNG�8KGYGTU���6JGUG�EQWTUGU�VCWIJV�VJG�RCTVKEKRCPV�JQY�VQ�RGTHQTO�CP
KPXGUVKICVKXG�FKUM�CPCN[UKU�WUKPI�&15�EQOOCPFU�CPF�9KPFQYU�(KNG�8KGYGTU��CPF
JQY�VQ�XKGY�CPF�CPCN[\G�DCVEJ�HKNGU����2CTVKEKRCPVU�YKNN�RGTHQTO�CP�KPXGUVKICVKXG
CPCN[UKU�QP�C�FKUMGVVG�DCUGF�QP�CP�KPXGUVKICVKXG�UEGPCTKQ���2CTVKEKRCPVU�YKNN�DG
TGSWKTGF�VQ�VWTP�KP�CP�KPXGUVKICVKXG�CPCN[UKU�RNCP��C�NKUV�QH�YJCV�VJG[�HKPF��CU�YGNN�CU
JQY�VJG[�HQWPF�KV�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�CP�+$/�EQORCVKDNG�EQORWVGT�U[UVGO�CPF�C�UGK\GF�FKUMGVVG�WPFGT�CP
KPXGUVKICVKXG�UEGPCTKQ��RGTHQTO�CP�KPXGUVKICVKXG�CPCN[UKU�QH�VJG�UGK\GF�FCVC�WUKPI
&15�RTQITCOU��MPQYNGFIG�QH�DCVEJ�HKNGU�CPF�9KPFQYU�HKNG�XKGYGTU�CPF�GZVTCEV
KPHQTOCVKQP�QH�KORQTVCPEG�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� %TGCVG�CP�KPXGUVKICVKXG�FKUM�CPCN[UKU�RNCP�

�� &QEWOGPV�UVGRU�VCMGP�FWTKPI�CP�KPXGUVKICVKXG�CPCN[UKU�QH�C�UGK\GF
FKUMGVVG�

�� 7UG�XCTKQWU�&15�RTQITCOU�CPF�MPQYNGFIG�QH�DCVEJ�HKNGU�VQ�GZCOKPG
CPF�XKGY�FCVC�QP�C�UGK\GF�FKUMGVVG�RWTUWCPV�VQ�CP�KPXGUVKICVKXG
UEGPCTKQ�

�� 7UG�9KPFQYU�HKNG�XKGYGTU�VQ�TGCF�CPF�KPVGTRTGV�HKNGU�UWEJ�CU
URTGCFUJGGVU��FCVCDCUGU�CPF�ITCRJKEU�HKNGU��VJCV�ECPPQV�DG�TGCF�HTQO
VJG�&15�RTQORV�RWTUWCPV�VQ�CP�KPXGUVKICVKXG�UEGPCTKQ�

/'6*1&�1(�'8#.7#6+10�����&GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� &+5-�#0#.;5+5���$QQV�WR�2TQEGUU�CPF�%QPHKIWTKPI�C�$QQV�&KUM�

��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ���� ���� ����

&'5%4+26+10�

+P�WVKNK\KPI�QT�KPXGUVKICVKPI�CP�+$/�EQORCVKDNG�OKETQEQORWVGT�U[UVGO�
MPQYNGFIG�QH�/5�&15�EQOOCPFU�CPF�DCVEJ�HKNG�QRGTCVKQP�KU�KORQTVCPV��DWV�KV�KU
CNUQ�XKVCN�VQ�WPFGTUVCPF�VJG�KPVGTPCN�QRGTCVKQPU�QH�VJG�OKETQEQORWVGT�CPF�JQY�KV
UVQTGU�VJG�RTQITCOU�VJCV�CTG�GZGEWVGF���6JKU�EQWTUG�FGUETKDGU�VJG�EQORQPGPVU�QH
VJG�QRGTCVKPI�U[UVGO��YJCV�JCRRGPU�YJGP�VJG�OKETQEQORWVGT�KU�CEVKXCVGF��CPF
GZRNCKPU�JQY�VQ�KPVGTRTGV�OCP[�QH�VJG�EQOOCPFU�KP�VJG�%10(+)�5;5�CPF
#761':'%�$#6�HKNGU���6JKU�EQWTUG�CNUQ�FKUEWUUGU�JQY�VQ�ETGCVG�C�DQQV�FKUM�HQT�WUG
FWTKPI�VJG�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�UGK\GF�+$/�EQORCVKDNG�OKETQEQORWVGT�FWTKPI�C�HKPCN�RTCEVKECN
GZGTEKUG��CPF�RTKPVQWVU�QH�EQPHKIWTCVKQP�HKNGU�HTQO�QVJGT�+$/�EQORCVKDNG
OKETQEQORWVGTU��VJG�UVWFGPV�YKNN�CPCN[\G�VJG�EQPVGPVU�QH�%10(+)�5;5�CPF
#761':'%�$#6�HKNGU��CPF�YKNN�ETGCVG�C�DQQV�FKUMGVVG�VQ�DG�WUGF�FWTKPI�VJG
'ZGEWVKQP�QH�C�5GCTEJ�9CTTCPV�RTCEVKECN�GZGTEKUG�CPF�UWDUGSWGPV�CPCN[UKU�QH�VJG
UGK\GF�EQORWVGT�U[UVGO�
�
+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� &GUETKDG�VJG�VJTGG�EJCTCEVGTKUVKEU�QH�CNN�1RGTCVKPI�U[UVGOU�CPF
RTQDNGOU�VJCV�OC[�QEEWT�YJGP�HKNGU�CTG�OKZGF�DGVYGGP�FKHHGTGPV
XGTUKQPU�QH�QRGTCVKPI�U[UVGOU�

�� &GUETKDG�VJG�RTQEGFWTGU�RGTHQTOGF�D[�C�V[RKECN�+$/�EQORCVKDNG
OKETQEQORWVGT�YJGP�KV�KU�CEVKXCVGF��CPF�VJG�EQPVGPVU�QH�V[RKECN
%10(+)�5;5�CPF�#761':'%�$#6�HKNGU�

�� %TGCVG�C�DQQV�FKUM�VQ�DG�WUGF�VQ�UGEWTG�UGK\GF�EQORWVGT�GSWKROGPV�HQT
VTCPURQTVCVKQP�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[���
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%1745'�6+6.'� &+5-�#0#.;5+5��4GEQXGTKPI�'TCUGF�&CVC�HTQO�&KUMU�
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ���� ���� �����

&'5%4+26+10�

6JKU�KU�VJG�NCUV�QH�VJG�HQWT�EQWTUGU�QP�VGEJPKSWGU�WUGF�VQ�CPCN[\G�C�FKUMGVVG
QT��EQORWVGT�U[UVGO	U�JCTF�FKUM�FCVC�UGK\GF�RWTUWCPV�VQ�CP�KPXGUVKICVKQP���6JG�HKTUV
VJTGG�EQWTUGU�HQEWUGF�OCKPN[�QP�&15�RTQITCOU�CPF�QVJGT�CRRNKECVKQPU�VJCV�CTG
DCUGF�QP�&15	U�TWNGU�CPF�TGIWNCVKQPU���6JKU�EQWTUG�EQPEGPVTCVGU�QP�VJG�OQTG
EQORNKECVGF�VGEJPKSWGU�WUGF�VQ�TGEQXGT�GTCUGF�CPF�JKFFGP�FCVC�HTQO�FKUMU�CPF
FKUMGVVGU���&WTKPI�RTCEVKECN�GZGTEKUGU��UVWFGPVU�WUG�KPHQTOCVKQP�HTQO�UGXGTCN
KPXGUVKICVKXG�UEGPCTKQU�VQ�TGEQXGT�RGTVKPGPV�KPHQTOCVKQP�HTQO�FKUMGVVGU���&WTKPI�C
HKPCN�RTCEVKECN�GZGTEKUG��UVWFGPVU�WUG�KPHQTOCVKQP�TGEGKXGF�YKVJKP�VJG�EQPVGZV�QH�VJG
%QPVKPWKPI�%CUG�+PXGUVKICVKQP�VQ�TGEQXGT�KPHQTOCVKQP�HTQO�FKUMGVVGU�CPF�HTQO�C
UGK\GF�EQORWVGT�U[UVGO	U�JCTF�FKUM�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�CP�KPXGUVKICVKXG�UEGPCTKQ
U��CPF�CP�+$/�EQORCVKDNG�/KETQEQORWVGT��VJG
UVWFGPV�YKNN�TGEQXGT�GTCUGF�CPF�EQPEGCNGF�FCVC�HTQO�C�FKUMGVVG�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�VJG�FKHHGTGPEG�DGVYGGP�VJG�HQTOCVVKPI�RTQEGUU�QP�C�FKUMGVVG
HQT�&15�����CPF�DGHQTG�CPF�&15�����CPF�CHVGT��CPF�JQY�VJKU�CHHGEVU
VJG�KPXGUVKICVKXG�CPCN[UKU�QH�C�FKUMGVVG�

�� +FGPVKH[�YJCV�JCRRGPU�YJGP�C�JCTF�FKUM�KU��RCTVKVKQPGF��CPF�JQY�VJG
RCTVKVKQP�KPHQTOCVKQP�OC[�DG�OCPKRWNCVGF�VQ�FKUIWKUG�FCVC�HTQO�CP
KPXGUVKICVKXG�CPCN[UKU�

�� &GHKPG�VJG�OCLQT�VGEJPKSWGU�WUGF�VQ�OCPKRWNCVG�C�UGK\GF�FKUMGVVG�QT
EQORWVGT�U[UVGO	U�JCTF�FKUM�FKTGEVQT[�GPVTKGU�VQ�EQPEGCN�FCVC�CPF�WUG
VJGUG�OGVJQFU�VQ�TGVTKGXG�EQPEGCNGF�FCVC�

�� .KUV�VJG�UVGRU�RGTHQTOGF�D[�/5�&15�YJGP�FCVC�KU�UVQTGF�QP�CPF
GTCUGF�HTQO�C�FKUMGVVG�CPF�GORNQ[�VJKU�KPHQTOCVKQP�VQ�TGEQXGT�GTCUGF
FCVC�HTQO�C�UGK\GF�FKUMGVVG�QT�EQORWVGT�U[UVGO	U�JCTF�FKUM�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� &+5-�#0#.;5+5��(KPCN�2TCEVKECN�'ZGTEKUG�
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ����

&'5%4+26+10�

6JKU�RTCEVKECN�GZGTEKUG�KU�EQORTGJGPUKXG�CPF�GPEQORCUUGU�UGXGTCN�EQWTUGU
RTGUGPVGF�FWTKPI�VJG�VTCKPKPI�RTQITCO���6JG�KPHQTOCVKQP�KU�KPVTQFWEGF�VQ�UVWFGPVU
RTKQT�VQ�CPF�KU�C�FKTGEV�TGUWNV�QH�VJG�'ZGEWVKQP�QH�C�5GCTEJ�9CTTCPV�2TCEVKECN
'ZGTEKUG���&WTKPI�VJG�'ZGEWVKQP�QH�C�5GCTEJ�9CTTCPV�RTCEVKECN�GZGTEKUG��UVWFGPVU�CTG
TGSWKTGF�VQ�DCEMWR�VJG�EQORWVGT�U[UVGOU�CV�VJG�UGCTEJ�UKVG�WUKPI�CRRTQRTKCVG
JCTFYCTG�CPF�UQHVYCTG��5VWFGPVU�VJGP�OWUV�CPCN[\G�VJG�FCVC�FWTKPI�VJKU�RTCEVKECN
GZGTEKUG�VQ�FKUEQXGT�KPHQTOCVKQP�TGNGXCPV�VQ�VJG�KPXGUVKICVKQP���5VWFGPVU�OWUV
EQPHKIWTG�ENCUUTQQO�EQORWVGT�U[UVGOU�CRRTQRTKCVGN[�CPF�TGUVQTG�DCEMWRU�VQ�VJGUG
EQORWVGT�U[UVGOU���5VWFGPVU�OWUV�CNUQ�RTGRCTG�HQT�RTGUGPVCVKQP�QH�VJGKT�ECUG�CPF
VJG�KPHQTOCVKQP�FKUEQXGTGF�FWTKPI�CPCN[UKU�QH�VJG�UGK\GF�FCVC�VQ�CP�CVVQTPG[�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�FKUMGVVGU�CPF�EQORWVGT�FCVC�UGK\GF�RWTUWCPV�VQ�CP�KPXGUVKICVKXG
UEGPCTKQ���RGTHQTO�CP�KPXGUVKICVKXG�CPCN[UKU�QH�VJG�UGK\GF�FCVC�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� #RRTQRTKCVGN[�EQPHKIWTG�EQORWVGT�U[UVGO�JCTF�FKUMU�HQT�TGUVQTCVKQP�QH
UGK\GF�EQORWVGT�FCVC�DCEMGF�WR�CV�VJG�UGCTEJ�UKVG�

�� 4GUVQTG�UGK\GF�EQORWVGT�FCVC�VQ�EQORWVGT�U[UVGOU�

�� %TGCVG�CP�KPXGUVKICVKXG�FKUM�CPCN[UKU�RNCP�

�� &QEWOGPV�UVGRU�VCMGP�FWTKPI�CP�KPXGUVKICVKXG�CPCN[UKU�QH�C�UGK\GF
FKUMGVVG�QT�JCTF�FKUM�

�� 7UG�XCTKQWU�&15�RTQITCOU�CPF�MPQYNGFIG�QH�DCVEJ�HKNGU�VQ�GZCOKPG
CPF�XKGY�FCVC�QP�C�UGK\GF�FKUMGVVG�RWTUWCPV�VQ�CP�KPXGUVKICVKXG
UEGPCTKQ�

�� 7UG�9KPFQYU�HKNG�XKGYGTU�VQ�TGCF�CPF�KPVGTRTGV�HKNGU�UWEJ�CU
URTGCFUJGGVU��FCVCDCUGU�CPF�ITCRJKEU�HKNGU��VJCV�ECPPQV�DG�TGCF�HTQO
VJG�&15�RTQORV�RWTUWCPV�VQ�CP�KPXGUVKICVKXG�UEGPCTKQ�
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�� .QECVG�FCVC�QP�JCTF�FKUMU�CUUQEKCVGF�YKVJ�HKNGU�YKVJ�OCPKRWNCVGF
CVVTKDWVGU�

�� .QECVG�GTCUGF�HKNGU�CPF�WUG�C�EQORWVGT�RTQITCO�VQ�WPGTCUG�VJG�HKNGU�

�� (KPF�FCVC�QPEG�CUUQEKCVGF�YKVJ�GTCUGF�CPF�RCTVKCNN[�QXGTYTKVVGP�HKNGU
CPF�TGEQXGT�VJG�FCVC�

��� 2TGUGPV�KPHQTOCVKQP�FKUEQXGTGF�FWTKPI�CPCN[UKU�CPF�ECUG�KPHQTOCVKQP�VQ
CP�CVVQTPG[�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� %QORWVGT�5GCTEJ�CPF�5GK\WTG�
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ����

&'5%4+26+10�

#NVJQWIJ�VJG�NGICN�TGSWKTGOGPVU�QH�C�RTQRGT�UGCTEJ�CPF�UGK\WTG�CTG�VJG�UCOG
KP�C�EQORWVGT�GPXKTQPOGPV�CU�HQT�CP[�QVJGT��VJG�NCY�GPHQTEGOGPV�QHHKEGT�KU�EGTVCKP
VQ�GPEQWPVGT�WPEQPXGPVKQPCN�NGICN�UKVWCVKQPU�YJGP�C�EQORWVGT��QT�EQORWVGT�TGNCVGF
RCTCRJGTPCNKC��KU�C�RCTV�QH�VJG�UGCTEJ�GPXKTQPOGPV���6JKU�EQWTUG�GZCOKPGU�VJG
UVTWEVWTG�QH�VJG�(QWTVJ�EQPUVKVWVKQPCN�#OGPFOGPV�CPF�VJG�KORCEV�KV�YKNN�JCXG�QP�VJG
NCY�GPHQTEGOGPV�QHHKEGT�KP�VJG�PCVWTG�QH�TGFGHKPKPI�VJG�UEQRG�QH�VJG�UGCTEJ�
KFGPVKH[KPI�KVGOU�VQ�DG�UGK\GF��CPF�VJG�PCVWTG�QH�KPFKXKFWCN�RTKXCE[�KP�VJG�EQPVGZV�QH
CP�CWVQOCVGF�GPXKTQPOGPV�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�ITCFGF�RTCEVKECN�GZGTEKUG�KPXQNXKPI�VJG�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV�
VJG�UVWFGPV�YKNN�FGOQPUVTCVG�MPQYNGFIG�QH�JQY�VJG�(QWTVJ�%QPUVKVWVKQPCN
#OGPFOGPV�CRRNKGU�VQ�EQORWVGT�GPXKTQPOGPVU�QH�C�FYGNNKPI�QT�QHHKEG�CPF�YJCV
OC[�DG�UGCTEJGF�CPF�UGK\GF�VJGTG��

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�CTGCU�YJGTG�VJG�(QWTVJ�%QPUVKVWVKQPCN�#OGPFOGPV�CRRNKGU�VQ
EQORWVGT�GPXKTQPOGPVU�QH�C�FYGNNKPI�QT�QHHKEG�

�� +FGPVKH[�VJG�IGPGTCN�RTQXKUKQPU�QH�VJG�(QWTVJ�%QPUVKVWVKQPCN�#OGPFOGPV
CU�KV�TGNCVGU�VQ�CP�KPFKXKFWCN	U�CPF�C�EQTRQTCVKQPU�TKIJV�VQ�RTKXCE[�

�� +FGPVKH[�VJG�RCTVKEWNCTKV[�TGSWKTGOGPVU�QH�VJG�(QWTVJ�%QPUVKVWVKQPCN
#OGPFOGPV�TGICTFKPI�VJG�FGUETKRVKQP�QH�VJG�GXKFGPEG�VQ�DG�NKUVGF�QP
VJG�CHHKFCXKV�CPF�VJG�YCTTCPV�

�� +FGPVKH[�YJCV�KVGOU�OC[�DG�UGCTEJGF�CPF�UGK\GF�FWTKPI�VJG�GZGEWVKQP
QH�C�UGCTEJ�YCTTCPV�KP�C�EQORWVGT�GPXKTQPOGPV�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� 'NGEVTQPKE�%QOOWPKECVKQPU�
'%2#��2TKXCE[�#EV�QH�����

��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ����

&'5%4+26+10�

6JG�'NGEVTQPKE�%QOOWPKECVKQPU�2TKXCE[�#EV�QH������KU�VJG�TGUWNV�QH
%QPITGUU	�CVVGORV�VQ�DGVVGT�FGHKPG�RTKXCE[�KUUWGU�KP�VJG�HCEG�QH�CFXCPEGF
EQOOWPKECVKQPU�VGEJPQNQI[���6JG�RTQXKUKQPU�QH�VJG�#EV�JCXG�C�RTQHQWPF�KORCEV�QP
JQY�NCY�GPHQTEGOGPV�QHHKEGTU�EQPFWEV�VGNGEQOOWPKECVKQPU�KPXGUVKICVKQPU�CPF�VJG
#EV�JCU�OQTG�PCTTQYN[�FGHKPGF�VJG�IQXGTPOGPV	U�RQYGT�KP�UWEJ�KPXGUVKICVKQPU��
6JKU�EQWTUG�GZCOKPGU�VJG�RTQXKUKQPU�QH�VJG�#EV�YKVJ�VJG�GORJCUKU�QP�ENCUUKH[KPI�VQ
VJG�QHHKEGT�VJG�RCTCOGVGTU�QH�CWVJQTKV[�CU�FGHKPGF�CPF�OQFKHKGF�D[�VJG�#EV�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�ITCFGF�ECUG�KPXGUVKICVKQP�RTCEVKECN�GZGTEKUG��VJG�UVWFGPV�YKNN
FGOQPUVTCVG�MPQYNGFIG�QH�VJG�RTQXKUKQPU�QH�VJG�'NGEVTQPKE�%QOOWPKECVKQPU�2TKXCE[
#EV�CU�KV�TGNCVGU�VQ�CP[�KPXGUVKICVKQP��GURGEKCNN[�QPG�KPXQNXKPI�EQOOWPKECVKQPU
VGEJPQNQI[�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�UGXGTCN�TGCUQPU�HQT�VJG�GPCEVOGPV�QH�VJG�'NGEVTQPKEU
%QOOWPKECVKQPU�2TKXCE[�#EV�QH������

�� +FGPVKH[�VJG�IGPGTCN�RTQXKUKQPU�QH�VJG�'NGEVTQPKE�%QOOWPKECVKQPU
2TKXCE[�#EV�

�� +FGPVKH[�CP�GNGEVTQPKE�EQOOWPKECVKQPU�CU�FGHKPGF�D[�VJG�'NGEVTQPKE
%QOOWPKECVKQPU�2TKXCE[�#EV�

�� +FGPVKH[�VJG�NGICN�TGSWKTGOGPVU�HQT�KPVGTEGRVKPI�GNGEVTQPKE
EQOOWPKECVKQPU�CPF�HQT�QDVCKPKPI�UVQTGF�EQOOWPKECVKQPU�

�� +FGPVKH[�UGXGTCN�YC[U�KP�YJKEJ�KPXGUVKICVKXG�VGEJPKSWGU�KP
EQOOWPKECVKQPU�TGNCVGF�KPXGUVKICVKQPU�JCXG�EJCPIGF�UKPEG�VJG
GPCEVOGPV�QH�VJG�'NGEVTQPKE�%QOOWPKECVKQPU�2TKXCE[�#EV�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� %QORWVGT�8KTWUGU�
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
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&'5%4+26+10�

%QORWVGT�XKTWUGU�CTG�OCNKEKQWUN[�OQFKHKGF�EQORWVGT�RTQITCOU�VJCV�YKNN�
YJGP�WPFGVGEVGF��FGUVTQ[�FCVC�QP�C�EQORWVGT�U[UVGO���'CEJ�[GCT�OKNNKQPU�QH
EQORWVGTU�KP�VJG�7PKVGF�5VCVGU�CTG�HQWPF�KPHGEVGF�YKVJ�EQORWVGT�XKTWUGU�CPF�VJG
FCOCIGU�KPHNKEVGF�ECP�DG�CPF�HTGSWGPVN[�CTG�GPQTOQWUN[�FGUVTWEVKXG���5GK\GF
EQORWVGT�U[UVGOU�CNUQ�JCXG�VJG�RQVGPVKCN�QH�EQPVCKPKPI�EQORWVGT�XKTWUGU���+H
RTQITCOU�QT�FCVC�HKNGU�EQPVCKPKPI�XKTWUGU�CTG�EQRKGF�VQ�CPQVJGT�EQORWVGT�U[UVGO�
VJGTG�KU�VJG�RQVGPVKCN�QH�KPHGEVKPI�VJCV�EQORWVGT�U[UVGO���6JKU�EQWTUG�FKUEWUUGU
EQORWVGT�XKTWUGU��YJCV�VJG[�CTG�CPF�JQY�VJG[�YQTM��JQY�VJG[�ECP�DG�FGVGEVGF
CPF�PGWVTCNK\GF��CPF�JQY�EQPVCOKPCVKQP�ECP�DG�RTGXGPVGF�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�QTCN�SWGUVKQPU��C�NCDQTCVQT[�GZGTEKUG��CP�+$/�EQORCVKDNG
OKETQEQORWVGT��CPF�C�EQOOGTEKCNN[�CXCKNCDNG�XKTWU�FGVGEVKQP�RTQITCO��VJG�UVWFGPV
YKNN�FGHKPG�VJG�FCPIGTU�RQUGF�D[�CPF�VJG�RTQVGEVKXG�OGVJQFU�CXCKNCDNG�CICKPUV
EQORWVGT�XKTWUGU��CPF�VJG�UVWFGPV�YKNN�CPCN[\G�C�EQORWVGT�HQT�RTGUGPEG�QH�C�XKTWU�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�VJG�EJCTCEVGTKUVKEU�QH�C�EQORWVGT�XKTWU�CPF�KVU�GHHGEV�QP�C
OKETQEQORWVGT�U[UVGO�

�� +FGPVKH[�XCTKQWU�YC[U�KP�YJKEJ�EQORWVGT�XKTWUGU�CTG�URTGCF�HTQO�QPG
OKETQEQORWVGT�VQ�CPQVJGT�

�� 7UG�C�EQORWVGT�RTQITCO�VQ�UECP�C�FKUMGVVG�CPF�C�JCTF�FKUM�QH�C
EQORWVGT�U[UVGO�HQT�VJG�RTGUGPEG�QH�C�XKTWU�

�� 7UG�CPF�KPUVCNN�XCTKQWU�XKTWU�UECPPKPI�EQORWVGT�RTQITCOU�QPVQ�C
�UVGTKNG��DQQV�FKUMGVVG�YJKEJ�YKNN�DG�WUGF�VQ�DQQV�C�UGK\GF�EQORWVGT
U[UVGO�CPF�UECP�VJG�EQORWVGT�U[UVGO�HQT�XKTWUGU�DGHQTG�EQR[KPI�FCVC
HTQO�KV�VQ�VCRG�FTKXGU��GZVGTPCN�FKUM�FTKXGU�QT�CPQVJGT�EQORWVGT
U[UVGO�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� %QORWVGT�(KNG�'PET[RVKQP���&GET[RVKQP��
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
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&'5%4+26+10�

#FXCPEKPI�EQORWVGT�VGEJPQNQI[��EQWRNGF�YKVJ�C�ITQYKPI�WUGT�CYCTGPGUU�QH
RTKXCE[�CPF�UGEWTKV[�KUUWGU��JCU�TGUWNVGF�KP�VJG�YKFGURTGCF�WUG�QH�RTQITCO�
GNGEVTQPKE�OCKN��CPF�FCVC�HKNG�GPET[RVKQP�VGEJPKSWGU���6QFC[��UGGOKPIN[�CNN
UQRJKUVKECVGF�CRRNKECVKQPU�JCXG�VJGKT�QYP�QRVKQPCN�GPET[RVKQP�UEJGOGU�KPENWFKPI�
9QTF2GTHGEV��.QVWU��'ZEGN��CPF�C�JQUV�QH�QVJGTU���6JG�EQORWVGT�KPXGUVKICVQT�ECP
GZRGEV�VQ�GPEQWPVGT�GPET[RVGF�
CPF��VJGTGHQTG��WPTGCFCDNG��HKNGU�YJGP�GZCOKPKPI
UGK\GF�EQORWVGT�GXKFGPEG���6JKU�EQWTUG�FGOQPUVTCVGU�UQHVYCTG�VQQNU�YJKEJ�YKNN
GPCDNG�VJG�UVWFGPV�VQ�FGET[RV�OCP[�FKHHGTGPV�HKNGU��CPF�GZCOKPGU�HGCVWTGU�QH�VJG
OQUV�EQOOQPN[�WUGF�GPET[RVKQP�FGET[RVKQP�VQQN�WUGF�VQFC[��2)2�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�EQORWVGT�CPF�HKNGU�GORNQ[KPI�C�XCTKGV[�QH�GPET[RVKQP�VGEJPKSWGU��VJG
UVWFGPV�YKNN��WVKNK\KPI�UQHVYCTG�RTQXKFGF�KP�ENCUU��FGVGTOKPG�YJCV�GPET[RVKQP�UEJGOG
KU�WUGF�HQT�GCEJ�HKNG��FGVGTOKPG�VJG�RCUUYQTF�WUGF�VQ�GPET[RV�GCEJ�HKNG��CPF�VJGP
FGET[RV�GCEJ�HKNG�WUKPI�VJG�CRRTQRTKCVG�RCUUYQTF�QT�MG[�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�YJKEJ�QH�VJG�OQUV�RQRWNCT�EQOOGTEKCN�CRRNKECVKQPU�OCMG�WUG
QH�GPET[RVKQP�VGEJPQNQI[�CPF�FGUETKDG�VJG�IGPGTCNN[�JGNF�QRKPKQPU�QH
VJG�GHHGEVKXGPGUU�QH�GCEJ�

�� )GPGTCNN[�FGUETKDG�VJG�&CVC�'PET[RVKQP�5VCPFCTF�
&'5��CPF�KVU�TQNG�KP
VJG�YQTNF�QH�EQORWVGT�UGEWTKV[�

�� )GPGTCNN[�FGUETKDG�VJG�RTKPEKRCNU�QH�VJG�PGYN[�KORNGOGPVGF��FWCN�MG[�
U[UVGOU�CPF�VJGKT�GXQNXKPI�TQNG�KP�VJG�YQTNF�QH�EQORWVGT�UGEWTKV[�

�� 7UKPI�C�EQORWVGT��YQTM�HKNGU�CPF�VJG�2)2�GPET[RVKQP�RTQITCO�RTQXKFGF
KP�ENCUU��KPUVCNN�VJG�2)2�EQORWVGT�RTQITCO��ETGCVG�VJG�MG[U��UCXG�VJG
RWDNKE�MG[�VQ�C�HKNG��CPF��YQTMKPI�YKVJ�C�RCTVPGT��GPET[RV�CPF�FGET[RV
HKNGU�



Criminal Investigations in an Automated Environment Training Program (CIAETP) May 1997

Financial Fraud Institute28

�� +FGPVKH[�UVGRU�VQ�VCMG�KP�CP�KPXGUVKICVKXG�CEVKXKV[�YJGP�GPET[RVGF�HKNGU
CTG�HQWPF�CPF�VJG�RCUUYQTF�ECP�PQV�TGCFKN[�DG�FGVGTOKPGF�D[�VJG
KPXGUVKICVQT�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� (KNG�%QORTGUUKQP�
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
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&'5%4+26+10�

9KVJ�VJG�CFXCPEGF�URGGFU�QH�EQOOWPKECVKQP��CPF�VJG�KPETGCUGF�RQRWNCTKV[�QH
VJG�+PVGTPGV�CU�CP�KPHQTOCVKQP�TGUQWTEG�EQOGU�VJG�PGGF�VQ�UVQTG�OQTG�KPHQTOCVKQP�KP
C�UOCNNGT�COQWPV�QH�URCEG��GURGEKCNN[�HQT�WRNQCFU�CPF�FQYPNQCFU�VQ�CPF�HTQO�VJG
+PVGTPGV���-PQYNGFIG�QH�VJG�EQPEGRVU�IQXGTPKPI�HKNG�EQORTGUUKQP�RTQITCOU�KU
GUUGPVKCN�HQT�CEEGUUKPI�KPHQTOCVKQP�VJTQWIJ�VJG�+PVGTPGV���'ZRGTKGPEG�YKVJ�VJG�WUG�QH
CV�NGCUV�QPG�MKPF�QH�HKNG�EQORTGUUKQP�RTQITCO�YKNN�CNUQ�ITGCVN[�CUUKUV�VJG�KPXGUVKICVQT
YJQ�KU�CVVGORVKPI�VQ�QDVCKP�KPHQTOCVKQP�TGNGXCPV�VQ�CP�KPXGUVKICVKQP�VJTQWIJ�UGK\WTG
QH�EQORWVGT�FCVC���6JKU�EQWTUG�KPVTQFWEGU�VJG�RCTVKEKRCPV�VQ�HKNG�EQORTGUUKQP
RTQITCOU�CPF�VJGKT�V[RKECN�HWPEVKQPU�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�UGXGTCN�NCDQTCVQT[�GZGTEKUGU��CP�+$/�EQORCVKDNG�OKETQEQORWVGT��CPF�C
EQOOGTEKCNN[��CXCKNCDNG�HKNG�EQORTGUUKQP�RTQITCO��VJG�UVWFGPV�YKNN�KFGPVKH[�VJG
EJCTCEVGTKUVKEU�QH�C�FCVC�HKNG�ETGCVGF�D[�VJG�HKNG�EQORTGUUKQP�RTQITCO��WUG�VJG
EQORWVGT�RTQITCO�VQ�EQORTGUU�CPF�WPEQORTGUU�KPHQTOCVKQP��CPF�KFGPVKH[�OGVJQFU
WUGF�VQ�KFGPVKH[�HKNGU�EQORTGUUGF�QP�C�UGK\GF�EQORWVGT�U[UVGO�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�VJG�EJCTCEVGTKUVKEU�QH�C�EQORTGUUGF�HKNG�CPF�OGVJQFU�VJCV�ECP
DG�WUGF�VQ�KFGPVKH[�C�EQORTGUUGF�HKNG�YKVJKP�FCVC�HKNGU�CPF�HTCIOGPVU
HTQO�C�UGK\GF�EQORWVGT�U[UVGO�

�� 7UG�C�EQORWVGT�RTQITCO�VQ�EQORTGUU�CPF�WPEQORTGUU�FCVC�

�� +FGPVKH[�CPF�WUG�RTCEVKECN�QRVKQPU�CXCKNCDNG�YKVJKP�HKNG�EQORTGUUKQP
RTQITCOU�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� *CTFYCTG�.CDQTCVQT[��
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6JKU�EQWTUG��TGSWKTKPI�VJG�WUG�QH�C�VQQN�MKV�RTQXKFGF�HQT�VTCKPKPI��TGSWKTGU�VJG
RCTVKEKRCPV�VQ�FKUCUUGODNG�C�RGTUQPCN�EQORWVGT��GZCOKPG��KPXGPVQT[��CPF�QRVKQPCNN[
RJQVQITCRJ�VJG�KPVGTKQT��TGCUUGODNG��CPF�TGVWTP�VJG�EQORWVGT�VQ�QRGTCVKQP���7RQP
EQORNGVKQP�QH�VJG�GZGTEKUG��VJG�UVWFGPV�YKNN�DG�CDNG�VQ�TGEQIPK\G�VJG�XCTKQWU
EQORQPGPVU�QH�C�EQORWVGT�CPF�FGVGTOKPG�VJG�QRGTCVKQPCN�ECRCDKNKVKGU�QH�VJG
U[UVGO�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�VQQN�MKV��C�HWNN[�HWPEVKQPCN�RGTUQPCN�EQORWVGT�YKVJ�MG[DQCTF�CPF
OQPKVQT��CPF�DQVJ�XGTDCN�CPF�YTKVVGP�KPUVTWEVKQPU��VJG�UVWFGPV�YKNN�FKUCUUGODNG�VJG
EQORWVGT�CPF�KPXGPVQT[�VJG�KPVGTKQT�EQORQPGPVU��TGCUUGODNG�VJG�U[UVGO�CPF
TGUVQTG�VJG�EQORWVGT�VQ�QRGTCVKQP�KP�VJG�ENCUUTQQO�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� )KXGP�C�RGTUQPCN�EQORWVGT��KFGPVKH[�VJG�V[RG�QH�U[UVGO�CPF�VJG
QDXKQWU�GZVGTPCN�RJ[UKECN�EJCTCEVGTKUVKEU�

�� )KXGP�C�UGV�QH�QTCN�CPF�YTKVVGP�KPUVTWEVKQPU��CPF�C�VQQN�MKV��FKUCUUGODNG
VJG�EQORWVGT�D[�

C� TGOQXKPI�GNGEVTKECN�RQYGT�HTQO�VJG�EQORWVGT�CPF�RGTKRJGTCN
FGXKEGU�

D� PGWVTCNK\G�UVCVKE�GNGEVTKEKV[�D[�VQWEJKPI�C�ITQWPFGF�RKGEG�QH
OGVCN�QP�VJG�EQORWVGT�

E� TGOQXKPI�VJG�UETGYU�UGEWTKPI�VJG�EQORWVGTU�ECUG�CPF
FKUCVVCEJKPI�VJG�ECUG�

F� TGOQXKPI�CNN�RNWI�KP�EKTEWKV�DQCTFU�KPUVCNNGF�KP�VJG�EQORWVGT�

G� TGOQXKPI�CNN�FKUM�FTKXGU�CPF�EQPVTQNNGT�ECTFU�



Criminal Investigations in an Automated Environment Training Program (CIAETP) May 1997

Financial Fraud Institute31

�� +PXGPVQT[�VJG�GSWKROGPV�D[�TGEQTFKPI�PCOGU��UGTKCN�PWODGTU��CPF
KFGPVKH[KPI�EJCTCEVGTKUVKEU�QH�GCEJ�EQORQPGPV�

�� 4GXGTUKPI�VJG�QTFGT�KP�+PVGTKO�1DLGEVKXG�����TGCUUGODNG�VJG�EQORWVGT
CPF�TGRNCEG�VJG�ECUG�

�� 4G�CVVCEJ�CNN�RGTKRJGTCN�FGXKEGU��EQPPGEV�RQYGT�NKPGU��CPF�VWTP�VJG
EQORWVGT�QP�

�� %JGEM�EQORWVGT�QRGTCDKNKV[�D[�QDUGTXKPI�VJG�CRRTQRTKCVG�QRGTCVKPI
U[UVGO�RTQORV�

�� +P�ECUG�EQORWVGT�HCKNU�VQ�QRGTCVG�PQTOCNN[��FGVGTOKPG�VJG�ECWUG�QH
HCKNWTG�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� &+5-�#0#.;5+5��/KUEGNNCPGQWU�+PXGUVKICVKXG�7VKNKVKGU�
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
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&'5%4+26+10�

6JKU�EQWTUG�KPVTQFWEGU�VTCKPKPI�RCTVKEKRCPVU�VQ�WVKNKV[�RTQITCOU�RTQXKFGF�YKVJ
EQOOGTEKCN�UQHVYCTG�RCEMCIGU��ETGCVGF�D[�NCY�GPHQTEGOGPV�QHHKEGTU��CPF�OCTMGVGF
CU�RWDNKE�FQOCKP�UJCTGYCTG�VQ�EQPFWEV�KPXGUVKICVKXG�CPCN[UKU�QP�OCIPGVKE�OGFKC��
6JG�HQWT�RTGXKQWU�&KUM�#PCN[UKU�EQWTUGU�JCXG�KPVTQFWEGF�VJG�EQPEGRVU�VJGUG�WVKNKVKGU
CTG�DCUGF�QP��CPF�JCXG�UJQYP�VJG�WUG�QH�VYQ�0QTVQP�7VKNKV[�RTQITCOU��&+5-'&+6
CPF�70'4#5'���6JG�TGOCKPFGT�QH�VJG�0QTVQP�7VKNKV[�RTQITCOU�CTG�FGOQPUVTCVGF
FWTKPI�VJKU�EQWTUG��UQOG�QH�YJKEJ�CTG�TGEQOOGPFGF�HQT�WUG�FWTKPI�CP�KPXGUVKICVKXG
CPCN[UKU��QVJGTU�CTG�PQV���+PXGUVKICVKXG�WVKNKVKGU�ETGCVGF�D[�NCY�GPHQTEGOGPV�QHHKEGTU
HTQO�XCTKQWU�CIGPEKGU�CTG�CNUQ�FGOQPUVTCVGF�CPF�WUGF���&WTKPI�C�HKPCN�RTCEVKECN
GZGTEKUG��UVWFGPVU�WUG�KPHQTOCVKQP�TGEGKXGF�YKVJKP�VJG�EQPVGZV�QH�VJG�%CUG
+PXGUVKICVKQP�VQ�TGEQXGT�KPHQTOCVKQP�HTQO�FKUMGVVGU�CPF�HTQO�UGK\GF�EQORWVGT
U[UVGOU�FCVC�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�CP�KPXGUVKICVKXG�UEGPCTKQ
U��CPF�CP�+$/�EQORCVKDNG�/KETQEQORWVGT��VJG
UVWFGPV�YKNN�TGEQXGT�FCVC�RGTVKPGPV�VQ�VJG�KPXGUVKICVKQP�HTQO�C�FKUMGVVG�WUKPI�XCTKQWU
KPXGUVKICVKXG�WVKNKVKGU�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� 7UG�XCTKQWU�0QTVQP�7VKNKV[�RTQITCOU�VQ�NQECVG�FCVC�TGNCVGF�VQ�CP
KPXGUVKICVKQP�QP�C�FKUMGVVG�

�� 7UG�XCTKQWU�WVKNKV[�RTQITCOU�ETGCVGF�D[�NCY�GPHQTEGOGPV�QHHKEGTU�VQ
KFGPVKH[�TGNGXCPV�KPXGUVKICVKXG�KPHQTOCVKQP�QP�C�FKUMGVVG�

�� 7UG�RWDNKE�FQOCKP�UJCTGYCTG�WVKNKV[�RTQITCOU�VQ�HKPF�FCVC�QP�C
FKUMGVVG�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� .QECN�#TGC�0GVYQTM�
.#0��5GK\WTG�CPF�#PCN[UKU��
�������)�

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ����
�������
&'5%4+26+10�

+H�NCY�GPHQTEGOGPV�QHHKEGTU�GZGEWVG�C�UGCTEJ�YCTTCPV�KP�C�DWUKPGUU
GPXKTQPOGPV�HQT�CP[VJKPI�VJCV�ECP�DG�YTKVVGP�QT�V[RGF��EJCPEGU�CTG�VJCV�VJG�UGK\WTG
QH�EQORWVGT�FCVC�KU�YKVJKP�VJG�UEQRG�QH�VJG�UGCTEJ�YCTTCPV���+P�HCEV��VJG�EQORWVGT
U[UVGO�KU�QHVGP�QPG�QH�VJG�VCTIGVU�QH�VJG�UGCTEJ���+P�C�DWUKPGUU�GPXKTQPOGPV��OWNVK�
WUGT�U[UVGOU�CTG�QHVGP�RTGXCNGPV��6Q�GZVTCEV�FCVC�HTQO�C�OWNVK�WUGT�U[UVGO�TGSWKTGU
C�OQTG�CFXCPEGF�FGITGG�QH�MPQYNGFIG�VJCP�VQ�TGVTKGXG�FCVC�HTQO�C�&15��UVCPF�
CNQPG�+$/�EQORCVKDNG�EQORWVGT�U[UVGO���6JKU�EQWTUG�FKUEWUUGU�EQPHKIWTCVKQPU�QH
.QECN�#TGC�0GVYQTMU��URGEKHKECNN[�PGVYQTMU�FTKXGP�D[�VJG�0QXGNN�QRGTCVKPI�U[UVGO�
CPF�GZCOKPGU�UGK\WTG�CPF�CPCN[UKU�RTQEGFWTGU�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�CP�KPXGUVKICVKXG�UEGPCTKQ��VJG�UVWFGPV�YKNN�FKUEWUU�VGTOKPQNQI[�CPF
EQPHKIWTCVKQPU�HQT�0GVYQTMU��FGXGNQR�CP�KPXGUVKICVKXG�RNCP�HQT�VJG�UGK\WTG�QH�VJG
CRRTQRTKCVG��RCTVU��QH�C�.QECN�#TGC�0GVYQTM�CPF�CUUQEKCVGF�JCTFYCTG�UQHVYCTG�
CPF�FGHKPG�UQOG�QH�VJG�5[UVGO�/CPCIGOGPV�RTQITCOU�CXCKNCDNG�HQT
FGXKEG�XQNWOG�HKNG�OCPCIGOGPV�QP�C�0QXGNN�0GVYCTG�1RGTCVKPI�5[UVGO��CPF�VQ
CRRTQRTKCVGN[�TGEQXGT�FCVC�HTQO�VJG�EQORWVGT�U[UVGO�YJKNG�RTGUGTXKPI�VJG
CWVJGPVKEKV[�CPF�KPVGITKV[�QH�VJG�UGK\GF�FCVC�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�VJG�V[RGU�QH�OQFGTP�PGVYQTMU�VJCV�GZKUV�VQFC[�

�� &GHKPG�VJG�OCLQT�EJCTCEVGTKUVKEU�QH�PGVYQTMU�

�� &GHKPG�UGXGTCN�VQRQNQI[�EQPHKIWTCVKQPU�QH�PGVYQTMU�

�� +FGPVKH[�UGXGTCN�KPXGUVKICVKXG�EQPUKFGTCVKQPU�FWTKPI�VJG�RNCPPKPI�RJCUG
QH�'ZGEWVKPI�C�5GCTEJ�9CTTCPV�KP�C�0GVYQTMGF�'PXKTQPOGPV�

�� &WTKPI�C�UKOWNCVGF�KPXGUVKICVKXG�UGK\WTG�QH�C�.#0��NKUV�OGVJQFU�VJCV
OC[�DG�WUGF�VQ�CEEGUU�VJG�U[UVGO�OCPCIGT�UWRGTWUGT�RCUUYQTF�QP�C
0QXGNN�UGTXGT�
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�� &WTKPI�C�UKOWNCVGF�KPXGUVKICVKXG�UGK\WTG�QH�C�.#0���FGHKPG�VJG
EQOOCPFU�VQ�CEEGUU�VJG�OCKP�OGPW�QH�C�0QXGNN�UGTXGT��CPF�YJCV
OGPW�QRVKQPU�OC[�DG�OQUV�JGNRHWN�

�� &WTKPI�C�UKOWNCVGF�KPXGUVKICVKXG�UGK\WTG�QH�C�.#0���FGUETKDG�UQOG�QH
VJG�UVGRU�VJCV�OC[�DG�VCMGP�VQ�VCMG�EQPVTQN�QH�VJG�EQORWVGT�U[UVGO�
CPF�VQ�UGCTEJ�TGEQXGT�HKNGU�HTQO�VJG�U[UVGO�

�� &WTKPI�C�UKOWNCVGF�KPXGUVKICVKXG�UGK\WTG�QH�C�.#0���FGUETKDG�RTQEGFWTGU
VQ�VCMG�VQ�QPN[�UGK\G�VJG�FCVC�HTQO�C�.#0�EQORWVGT�U[UVGO
EQPHKIWTCVKQP�

/'6*1&�1(�'8#.7#6+10� %QORNGVKQP�QH�EQWTUG�
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%1745'�6+6.'� +PXGUVKICVKXG�6GEJPKSWGU�KP�%QORWVGT�4GNCVGF�+PXGUVKICVKQPU

��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ���� ���� �����

&'5%4+26+10�

6JKU�EQWTUG�TGNCVGU�XCTKQWU�KPPQXCVKXG�CU�YGNN�CU�VTCFKVKQPCN�KPXGUVKICVKXG
VGEJPKSWGU�VQ�DG�WUGF�KP�EQORWVGT�ETKOKPCN�KPXGUVKICVKQPU���6QRKEU�FKUEWUUGF
KPENWFG�V[RGU�QH�GXKFGPEG�GPEQWPVGTGF��RTQVGEVKPI�GXKFGPVKCT[�KPVGITKV[��CPF
RTGRCTKPI�HQT�CPF�GZGEWVKPI�UGCTEJ�YCTTCPVU�KP�EQORWVGT�GPXKTQPOGPVU���#NUQ
FKUEWUUGF�FWTKPI�VJKU�EQWTUG�CTG�EQPUKFGTCVKQPU�FWTKPI�VJG�RTGRCTCVKQP�RTQEGUU�VQ
'ZGEWVKPI�C�5GCTEJ�9CTTCPV�KP�CP�#WVQOCVGF�'PXKTQPOGPV���6JGUG�EQPUKFGTCVKQPU
KPENWFG�ETGCVKPI�C�DQQV�FKUM�VQ�RGTHQTO�C�EWTUQT[�CPCN[UKU�QH�VJG�EQORWVGT�U[UVGO��
5WDUGSWGPV�VQ�VJKU�EQWTUG��CPF�GORNQ[KPI�VJG�RTKPEKRNGU�FKUEWUUGF�JGTG��VJG
RCTVKEKRCPV�YKNN�RCTVKEKRCVG�KP�CP�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV�RTCEVKECN�GZGTEKUG�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�ECUG�UVWF[�CPF�C�ECUG�KPXGUVKICVKQP�RTCEVKECN�GZGTEKUG�KPXQNXKPI�C
UKOWNCVGF�EQORWVGT�TGNCVGF�ETKOG��VJG�RCTVKEKRCPV�YKNN�FGOQPUVTCVG�C�MPQYNGFIG�QH
NGICN�CPF�QRGTCVKQPCN�RTKPEKRNGU�KP�EQORWVGT�TGNCVGF�UGCTEJGU���

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� .KUV�HKXG�EQPUKFGTCVKQPU�KP�VJG�RTGRCTCVKQP�QH�CP�#HHKFCXKV�HQT�C�5GCTEJ
9CTTCPV�YJGP�C�EQORWVGT�HCEKNKV[�KU�KPXQNXGF�KP�C�UGCTEJ�

�� 7UKPI�VJG�OQFGN�#HHKFCXKV�HQT�5GCTEJ�9CTTCPV��CU�RTGUGPVGF�KP�ENCUU�
KFGPVKH[�VJG�CRRTQRTKCVG�NGICN�CPF�VGEJPKECN�VGTOKPQNQI[�VQ�DG�WUGF�KP
VJG�CHHKFCXKV�YJGP�C�EQORWVGT�HCEKNKV[�KU�KPXQNXGF�

�� +FGPVKH[�UGXGTCN�YC[U�KP�YJKEJ�VJG�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV�KP�C
EQORWVGT�GPXKTQPOGPV�YKNN�XCT[�HTQO�VJG�VTCFKVKQPCN�GZGEWVKQP�QH�C
UGCTEJ�YCTTCPV�

�� .KUV�UGXGTCN�EQPUKFGTCVKQPU�VJCV�OWUV�DG�CFFTGUUGF�FWTKPI�VJG�RNCPPKPI
RJCUG�QH�C�EQORWVGT�UGCTEJ�CPF�UGK\WTG�

�� +FGPVKH[�CRRTQRTKCVG�RTQEGFWTGU�HQT�QHHKEGTU�VQ�HQNNQY�YJGP�GPVGTKPI�VJG
UKVG�QH�VJG�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV�
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�� .KUV�UGXGTCN�CEVKQPU�VJCV�OWUV�DG�VCMGP�KP�C�EQORWVGT�TGNCVGF�UGCTEJ�VQ
GPUWTG�VJG�KPVGITKV[�QH�VJG�UGK\GF�OCIPGVKE�CPF�GNGEVTQPKE�OGFKC�

�� %WUVQOK\G�C�DQQV�FKUM�YKVJ�CRRTQRTKCVG�RTQITCOU�HQT�RTGUGTXKPI�VJG
KPVGITKV[�QH�VJG�FCVC�QP�VJG�UGK\GF�EQORWVGT�U[UVGO�CPF�HQT�RGTHQTOKPI
C�EWTUQT[�CPCN[UKU�QP�UKVG�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� $CEMKPI�7R��4GUVQTKPI��CPF�#PCN[\KPI�5GK\GF�%QORWVGT
5[UVGOU�&CVC��
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
��� ���� ���� �����

&'5%4+26+10�

6JKU�EQWTUG�TGNCVGU�XCTKQWU�KPPQXCVKXG�VGEJPKSWGU�VQ�DG�WUGF�FWTKPI�VJG
UGK\WTG�QH�C�EQORWVGT�U[UVGO�QT�KVU�FCVC��KPENWFKPI�FKUEWUUKQPU�QP�DCEMWR
UVTCVGIKGU��CPF�VJTGG�CNVGTPCVKXGU�VQ�UGK\KPI�EQORWVGTU�FCVC�HTQO�C�UGCTEJ�UKVG��
8CTKQWU�DCEMWR�FGXKEGU�CTG�FGOQPUVTCVGF��CPF�UVWFGPVU�RGTHQTO�C�RTCEVKECN
GZGTEKUG�KP�DCEMKPI�WR�CPF�TGUVQTKPI�EQORWVGT�U[UVGOU�KP�VJG�ENCUUTQQO���6JG
EQWTUG�EQPENWFGU�YKVJ�VJG�ETGCVKQP�QH�C�UGV�QH�IWKFGNKPGU�VQ�DG�WUGF�YJGP�DCEMKPI
WR�FCVC�HTQO�C�UGK\GF�EQORWVGT�U[UVGO�CPF�TGUVQTKPI�VJG�FCVC�VQ�CPQVJGT�EQORWVGT
U[UVGOU�JCTF�FKUM���6JGP�VJG�FKUEWUUKQP�VWTPU�VQ�VJG�CEVWCN�CPCN[UKU�QH�VJG�FCVC��
6JG�RTKPEKRNGU�VCWIJV�YKVJKP�VJG�HKTUV�YGGM�QH�VTCKPKPI��TGNCVKPI�VQ�VJG�GZCOKPCVKQP�QH
FKUMGVVGU��CNUQ�CRRN[�JGTG���$WV�CP�CFFKVKQPCN�EQPUKFGTCVKQP�KU�VJCV�VJKU�EQORWVGT
U[UVGO�JCU�PQV�QPN[�HKNGU��DWV�RTQITCOU�VJCV�EQPVTQN�VJG�YQTMKPI�GPXKTQPOGPV��
6JQUG�HKNGU�OC[�PGGF�VQ�DG�CPCN[\GF�CU�YGNN�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�ECUG�UVWF[�CPF�C�EQPVKPWKPI�ECUG�KPXGUVKICVKQP�RTCEVKECN�GZGTEKUG
KPXQNXKPI�C�UKOWNCVGF�EQORWVGT�TGNCVGF�ETKOG��VJG�RCTVKEKRCPV�YKNN�DCEMWR�FCVC�HTQO
UGK\GF�EQORWVGT�U[UVGOU�WUKPI�C�XCTKGV[�QH�FKHHGTGPV�FGXKEGU�CPF�UQHVYCTG��TGUVQTG
VJCV�FCVC�VQ�CPQVJGT�EQORWVGT�U[UVGO�HQT�CPCN[UKU��CPF�RGTHQTO�C�RTGNKOKPCT[
CPCN[UKU�QH�VJG�RTQITCOU�EQPVTQNNKPI�VJG�EQPHKIWTCVKQP�CPF�QXGTCNN�GPXKTQPOGPV�QH
VJG�EQORWVGT�U[UVGO�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�VJTGG�QRVKQPU�VJCV�QHHKEGTU�JCXG�KP�UGK\KPI�UVQTCIG�OGFKC�CV�C
EQORWVGT�TGNCVGF�UGCTEJ�UKVG�

�� +FGPVKH[�CPF�WUG�UQHVYCTG�CPF�GSWKROGPV�VJCV�OC[�DG�WUGF�VQ�KOCIG
EQORWVGT�U[UVGOU�JCTF�FKUMU�UGK\GF�QT�CV�C�UGCTEJ�UKVG�

�� 8KGY�RTGXKQWUN[�ETGCVGF�DQQV�FKUM
U��VQ�GPUWTG�KV�KU�EQPHKIWTGF
RTQRGTN[��CPF�KFGPVKH[��CRRTQRTKCVG�RTQITCOU�VQ�DG�RNCEGF�QP�CP
GZVGTPCN�FTKXG�FKUM�HQT�RQUUKDNG��CPCN[UKU�QP�UKVG�CPF�FWTKPI�RQUV�UGK\WTG
CPCN[UKU�
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�� +FGPVKH[�CPF�CPCN[\G�HKNGU�CPF�KPHQTOCVKQP�YKVJKP�VJQUG�HKNGU�VJCV�OC[
RTQXKFG�KORQTVCPV�EQPHKIWTCVKQP�FCVC�CPF�NGCFU�VQYCTF�NQECVKPI
KPHQTOCVKQP�XCNWCDNG�VQ�VJG�KPXGUVKICVKQP�

�
/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�
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%1745'�6+6.'� 'ZGEWVKQP�QH�C�5GCTEJ�9CTTCPV�KP�CP�#WVQOCVGF�'PXKTQPOGPV
2TCEVKECN�'ZGTEKUG��
��������

.'0)6*�1(�24'5'06#6+10�

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
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������
&'5%4+26+10�

1PG�QH�VJG�OQUV�KORQTVCPV�GNGOGPVU�KP�C�ETKOKPCN�KPXGUVKICVKQP��CPF�QPG�QH
VJG�OQUV�RQVGPVKCNN[�FGUVTWEVKXG�KH�FQPG�KPEQTTGEVN[��KU�VJG�GZGEWVKQP�QH�C�UGCTEJ
YCTTCPV���&KHHKEWNVKGU�CTG�EQORQWPFGF�KP�C�EQORWVGT�TGNCVGF�UGCTEJ�DGECWUG�QH�VJG
VGEJPQNQI[�KPXQNXGF���+H�GSWKROGPV�KU�OKUOCPCIGF�QT�OKUJCPFNGF��QT�PQV�NCDGNGF
EQTTGEVN[��VJG�EQPUGSWGPEGU�EQWNF�DG�FGXCUVCVKPI���6JKU�RTCEVKECN�GZGTEKUG�GPCDNGU
VJG�RCTVKEKRCPVU�VQ�RNCP�CPF�GZGEWVG�C�UGCTEJ�KP�C�EQORWVGT�GPXKTQPOGPV�CRRN[KPI
VJG�RTKPEKRNGU�NGCTPGF�KP�RTGXKQWU�VTCKPKPI�EQWTUGU��CPF�GORNQ[KPI�VGEJPKSWGU�HQT
UGK\KPI�VGEJPQNQIKECN�GSWKROGPV�RTGUGPVGF�YKVJKP�VJKU�VTCKPKPI�RTQITCO���5VWFGPVU
YKNN�DG�TGSWKTGF�VQ�UGK\G�FCVC�HTQO�EQORWVGT�U[UVGOU�CV�VJG�UGCTEJ�UKVG�D[
RGTHQTOKPI�C�OKTTQT�KOCIG�DCEMWR�QH�VJG�FCVC�QP�VJG�EQORWVGT�U[UVGO��CPF�NCVGT
TGUVQTG�VJG�FCVC�VQ�CPQVJGT�EQORWVGT�U[UVGO�CPF�CPCN[\G�VJG�FCVC�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'�

)KXGP�C�RTCEVKECN�GZGTEKUG�KPXQNXKPI�C�UWURGEVGF��CWVQOCVGF�ETKOG�UEGPG��VJG
UVWFGPV��YQTMKPI�CU�C�VGCO�OGODGT��YKNN�GZGEWVG�CP�CRRTQXGF�UGCTEJ�YCTTCPV�
EQPFWEV�CP�GHHGEVKXG��NGICN�EQORWVGT�TGNCVGF�UGCTEJ��CPF�UGK\G�CPF�DCEMWR
EQORWVGT�TGNCVGF�GSWKROGPV�CPF�QT�FCVC�URGEKHKGF�KP�VJG�UGCTEJ�YCTTCPV�CHHKFCXKV��

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +PKVKCVG�VJG�CRRTQRTKCVG�UVGRU�CPF�CESWKTG�VJG�CRRTQRTKCVG�GSWKROGPV
CPF�UQHVYCTG�KP�RTGRCTKPI�HQT�VJG�GZGEWVKQP�QH�C�UGCTEJ�YCTTCPV�KP�CP
CWVQOCVGF�GPXKTQPOGPV��

�� 7UG�CRRTQRTKCVG�RTQEGFWTGU�VQ�EQPFWEV�C�VJQTQWIJ�CPF�NGICN�UGCTEJ�KP
MGGRKPI�YKVJ�VJG�UEQRG�QH�VJG�CRRTQXGF�UGCTEJ�YCTTCPV�

�� 2GTHQTO�C�OKTTQT�KOCIG�DCEMWR�QH�VJG�EQORWVGT�U[UVGO
U��EQPVCKPKPI
FCVC�VQ�DG�UGK\GF�

�� +PXGPVQT[��UGEWTG�CPF�CRRTQRTKCVGN[�VTCPURQTV�UGK\GF�KVGOU�HTQO�VJG
UGCTEJ�UKVG�

/'6*1&�1(�'8#.7#6+10� &GOQPUVTCVGF�RTQHKEKGPE[�



Criminal Investigations in an Automated Environment Training Program (CIAETP) May 1997

Financial Fraud Institute40

%1745'�6+6.'� 2TQUGEWVKQP�%QPUKFGTCVKQPU�KP�%QORWVGT�4GNCVGF�%TKOG
+PXGUVKICVKQPU��
��������

.'0)6*�1(�24'5'06#6+10����

.'%674' .#$14#614; 24#%6+%#.�':'4%+5' 616#.
���� ���������������������������������

&'5%4+26+10���

6JKU�EQWTUG�KU�FGUKIPGF�VQ�KPVTQFWEG�VJG�RCTVKEKRCPV�VQ�XCTKQWU�RTQDNGOU
GPEQWPVGTGF�KP�VJG�RTQUGEWVKQP�QH�EQORWVGT�TGNCVGF�ETKOGU�QH�YJKEJ�VJG�KPXGUVKICVQT
UJQWNF�DG�CYCTG���.GEVWTG��RCTVKEKRCPV�SWGUVKQPU��CPF�FKUEWUUKQPU�CTG�WUGF�VQ
GZRNQTG�VJGUG�RTQDNGOU�CPF�UWIIGUV�OGCPU�QH�YQTMKPI�YKVJKP�VJG�NKOKVCVKQPU�CPF
EQPUVTCKPVU�QH�VJGUG�RTQDNGOU�KP�QTFGT�VQ�GPJCPEG�VJG�RQUUKDKNKV[�HQT�OQTG�GHHGEVKXG
IQXGTPOGPV�RTGUGPVCVKQPU�KP�EQORWVGT�TGNCVGF�RTQUGEWVKQPU�

6'4/+0#.�2'4(14/#0%'�1$,'%6+8'���

)KXGP�C�UGTKGU�QH�QTCN�SWGUVKQPU�HTQO�VJG�KPUVTWEVQT��VJG�RCTVKEKRCPV�YKNN
KFGPVKH[�XCTKQWU�RTQDNGOU�KPJGTGPV�KP�VJG�RTQUGEWVKQP�QH�EQORWVGT�TGNCVGF�ETKOGU
CPF�VJG�TQNG�QH�VJG�KPXGUVKICVQT�DQVJ�FWTKPI�VJG�KPXGUVKICVKQP�CPF�CU�C�YKVPGUU
FWTKPI�VJG�RTQUGEWVKQP�KP�VJG�NKIJV�QH�VJGUG�RTQDNGOU�

+06'4+/�2'4(14/#0%'�1$,'%6+8'5�

�� +FGPVKH[�FKHHGTGPEGU�DGVYGGP�VJG�VTCFKVKQPCN�TGNCVKQPUJKR�QH�VJG
RTQUGEWVQT�CPF�KPXGUVKICVQT�CPF�VJG�TGNCVKQPUJKR�VJCV�UJQWNF�GZKUV
DGVYGGP�VJG�VYQ�KP�C�EQORWVGT�TGNCVGF�RTQUGEWVKQP�

�� +FGPVKH[�HCEVQTU�TGNCVKPI�VQ�GXKFGPEG�VJCV�OCMG�VJG�RTQUGEWVKQP�QH
EQORWVGT�ETKOGU�WPKSWG�HTQO�VJG�RTQUGEWVKQP�QH�QVJGT�V[RGU�QH�ETKOGU�

�� +FGPVKH[�EQPUKFGTCVKQPU�YJKEJ�CHHGEV�VJG�GUVCDNKUJOGPV�QH�XGPWG�KP
EQORWVGT�TGNCVGF�RTQUGEWVKQPU�

�� +FGPVKH[�RTQDNGOU�GPEQWPVGTGF�KP�EJCTIKPI�VJG�ETKOG�KP�EQORWVGT�
TGNCVGF�RTQUGEWVKQPU�

�� +FGPVKH[�HCEVQTU�VQ�EQPUKFGT�YJGP�EJQQUKPI�CP�GZRGTV�YKVPGUU�KP
EQORWVGT�TGNCVGF�RTQUGEWVKQPU�

�� +FGPVKH[�VJG�GHHGEV�QH�VJG��UVCPFKPI�VQ�QDLGEV��SWGUVKQP�CPF�JQY�KV�ECP
DG�WUGF�KP�EQORWVGT�RTQUGEWVKQPU�
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�� +FGPVKH[�VJG�CFXCPVCIGU�CPF�FKUCFXCPVCIGU�QH�EKXKN�CPF�CFOKPKUVTCVKXG
RTQEGGFKPIU�CU�CNVGTPCVG�TGOGFKGU�VQ�ETKOKPCN�RTQUGEWVKQP�

�� +FGPVKH[�XCTKQWU�V[RGU�QH�XKUWCN�CKFGU�CPF�FGOQPUVTCVKQPU�VJCV�ECP�DG
WUGF�VQ�OCMG�CP�GHHGEVKXG�RTQUGEWVKQP�RTGUGPVCVKQP�

/'6*1&�1(�'8#.7#6+10�� %QORNGVKQP�QH�EQWTUG�
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%QWTUG�+PHQTOCVKQP
241)4#/�1(�+05647%6+10

%QWTUG *QWTU�QH�+PUVTWEVKQP
2TCEVKECN

.GEVWTG .CD 'ZGTEKUGU 6QVCN
&KUM�#PCN[UKU��&15�$CVEJ�(KNGU ���� ���� ���� �����
&KUM�#PCN[UKU��9KPFQYU�(KNG�8KGYGTU ����� ���� ���� �����


PQVG��VYQ�JQWTU�QH�VJKU�EQWTUG�KU�EQPFWEVGF�CHVGT�JQWTU�
&KUM�#PCN[UKU��&15�$CVEJ�(KNGU�CPF

9KPFQYU�(KNG�8KGYGTU�2' ���� �����
&KUM�#PCN[UKU��$QQV�2TQEGUU�CPF

%QPHKIWTKPI�C�$QQV�&KUM ���� ���� ���� �����
&KUM�#PCN[UKU��4GEQXGTKPI�'TCUGF

&CVC�HTQO�&KUMU ���� ���� ���� �����
&KUM�#PCN[UKU��(KPCN�2' ���� �����
%QORWVGT�5GCTEJ�CPF�5GK\WTG ���� �����
'%2#����� ���� �����
%QORWVGT�8KTWUGU ����� ����� �����
%QORWVGT�(KNG�'PET[RVKQP�

&GET[RVKQP�
2)2� ���� ���� �����
(KNG�%QORTGUUKQP ����� ����� �����
*CTFYCTG�NCDQTCVQT[ ���� �����
/KUEGNNCPGQWU�+PXGUVKICVKXG�7VKNKVKGU ���� ���� ���� �����
.QECN�#TGC�0GVYQTM�5GK\WTG�CPF ���� �����

#PCN[UKU
+PXGUVKICVKXG�6GEJPKSWGU�KP�%QORWVGT ���� ���� ���� �����

4GNCVGF�+PXGUVKICVKQPU
$CEMKPI�7R��4GUVQTKPI�CPF�#PCN[\KPI ���� ����� ���� �����

5GK\GF�%QORWVGT�5[UVGOU�&CVC
'ZGEWVKQP�QH�C�5GCTEJ�9CTTCPV�KP�CP

#WVQOCVGF�'PXKTQPOGPV�2' ���� �����
2TQUGEWVKQP�%QPUKFGTCVKQPU�KP� ���� �����

%QORWVGT�4GNCVGF�%TKOG
+PXGUVKICVKQPU

��������
5WDVQVCN ����� ����� ����� �����
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#FOKPKUVTCVKXG�6KOG�
+PVTQFWEVKQP�1TKGPVCVKQP ����
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FEDERAL LAW ENFORCEMENT TRAINING CENTER

CRIMINAL INVESTIGATIONS IN AN AUTOMATED ENVIRONMENT 

MASTER SCHEDULE
Room: Week One Coordinator: Ms. Schaffer

Monday Tuesday Wednesday Thursday Friday

 7:30 - 8:30 Introduction/Orientation Disk Analysis: Review, Disk Analysis: Boot Disk Analysis: Recovery Disk Analysis: Recovery

(3210.02) DOS/Batch Files (Cont’d) (3229.03) of Erased Data (Cont’d) of Erased Data (Cont’d)

 8:30 - 9:30

Ms. Schaffer FFI

 9:30 -10:30 Pre-Test: Laptop Issue Computer Viruses (3226.01)

(3204.02)
FFI FFI

10:30 -11:30 File Compression (3436.01) Hardware Inventory Lab

(3433.02)

Ms. Schaffer FFI FFI FFI FFI

11:30 -12:30 ##### ##### ##### ##### #####

12:30 - 1:30 Disk Analysis: Review, Disk Analysis: Windows, Hardware Inventory Lab Disk Analysis: Recovery Continuing Case Invest.:

DOS/Batch Files (3232.06) File Viewers (3231.02) (3433.02) of Erased Data (Cont’d) Practical Exercise (3216.02)
FFI FFI

 1:30 - 2:30 Disk Analysis: Recovery of Disk Analysis: Recovery

Erased Data (3228.18) of Erased Data (Cont’d)
FFI

 2:30 - 3:30 Disk Analysis: DOS Files/

Viewers PE (3218.02)

 3:30 - 4:30

FFI FFI FFI FFI FFI

   Afterhrs Disk Analysis: MS-DOS Commands Disk Analysis Laboratory Saturday: Disk Analysis Lab

Viewers (3231.02) Review
FFI FFI FFI FFI
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FEDERAL LAW ENFORCEMENT TRAINING CENTER

CRIMINAL INVESTIGATIONS IN AN AUTOMATED ENVIRONMENT 

MASTER SCHEDULE
Room: Week Two Coordinator: Ms. Schaffer

Monday Tuesday Wednesday Thursday Friday

 7:30 - 8:30 Continuing Case Invest. (½) Continuing Case Invest. (½) Investigative Techniques Execution of Computer Continuing Case Invest.

Computer Related Statutes Computer Search and (3207.04) Search Warrant (3222.02) (Cont’d)
(1060.03) Seizure  (1430.03) Group A FFI

 8:30 - 9:30 Computer Encryption - Prosecuting Attorney

Decryption (3430.02) Presentation (3215.02)
Group B

 9:30 -10:30 Execution of Computer

Search Warrant (3222.02)
LGD Group B Guest

10:30 -11:30 Computer Evidence ECPA/1986  (1376.01) Computer Encryption - Graduation/Closure

(1050.01) Decryption (3430.02) (3210.01)
LGD LGD FFI/Guest Group A FFI

11:30 -12:30 ##### ##### ##### ##### #####

12:30 - 1:30 Disk Analysis: Misc. Local Area Networks: Backup, Restore, Analysis Disk Analysis: Final PE

(3221.04) and Analysis (3234.04G) of Seized Data (3224.04) (3233.04)

 1:30 - 2:30

 2:30 - 3:30

 3:30 - 4:30

FFI FFIGuest FFI/Guest FFIGuest

   Afterhrs Investigations on the Cont. Case Invest. PE Disk Analysis: Final PE

(Cont’d) (Cont’d)
FFI/Guest FFI FFI
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